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ABSTRACT

INFOSIFT: ADAPTING GRAPH MINING TECHNIQUES FOR DOCUMENT
CLASSIFICATION

Publication No.

Manu Aery, M.S.

The University of Texas at Arlington, 2004

Supervising Professor: Sharma Chakravarthy

Text classification is the problem of assigning pre-defined class labels to incoming,
unclassified documents. The class labels are defined based on a sample of pre-classified
documents, which are used as a training corpus. A number of machine learning, prob-
abilistic, and information retrieval based approaches have been proposed for text classi-
fication. The same have also been applied to solve the problem of email and web page
classification. While most of these techniques rely on extracting keywords or highly fre-
quent words for classification, they ignore the importance of extracting a group of related
terms that co-occur and are unable to capture relationships between words. These pat-
terns of term association are important, as there is reason to believe that documents
within a class adhere to a set of patterns, and that these patterns closely correspond to,

and are derived from the documents of the particular class.
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A classification system that determines the patterns of various term associations
that emerge from documents of a class, and uses these patterns for classifying similar
documents is needed. This thesis proposes a novel graph-based mining approach for
document classification. Our approach is based on the premise that representative —
common and recurring — structures or patterns can be extracted from a pre-classified
document class and the same can be used effectively for classifying incoming documents.
To the best of our knowledge, there is no existing work in the area of text, email or
web page classification based on pattern inference and the utilization of the learned
patterns for classification. A number of factors that influence representative structure
extraction and classification are analyzed conceptually and validated experimentally. In
our approach, the notion of inexact graph match is leveraged for deriving structures
that provide coverage for characterizing the contents of a document class. The ability
to classify based on similar and not exact occurrences is singularly important in most
classification tasks, as no two samples are exactly the same. Extensive experimentation
validates the selection of parameters and the effectiveness of our approach for text, email
and web page classification.

The novel idea proposed in the thesis aims at establishing the ground work for
adapting graph mining techniques for various classification problems, not necessarily

limited to text.
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CHAPTER 1
INTRODUCTION

Management of data and information has always been concerned with the need
for extracting important and relevant aspects of a document and storing it for efficient
retrieval later. This need is highlighted in various ways, cataloging of books in a library
to enable quick lookup for a book of interest, the index of term usages in a book to easily
locate relevant information and so on. While these deal with management of information
on a small scale, with the advent of the World Wide Web it has become important to
look beyond the notion of ‘indices’ to retrieve relevant information. As the Web can
be viewed as a huge information repository, determining what is relevant in such a vast
storehouse is exceedingly important if we are to effectively manage the information that
is available and store it in a manner that expedites later retrievals.

Information management is of great significance today as information technology
has revolutionized the way data and knowledge is shared among users spread over different
parts of the globe. Instant access to large amounts of information available through
the Internet entails a need for mechanisms that determine the relevance of information
being accessed. The task can be to simply filter information based on the presence or
absence of certain keywords. In other cases, it may be required to take into account
the context of term appearances to ensure extraction of information that is relevant
to the particular desired sense of the term. For example, if the intent is to extract
all information regarding the programming language Java, providing only the keyword
‘java’ may result in a lot of irrelevant information. The problem can be circumvented

by providing additional information for querying purposes or processing the extracted
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information to determine what is relevant. In other cases, the management of information
maybe as complicated as generating a summary of the extracted information. Another
mechanism for information management is classification, which allows one to separate

information belonging to different categories of interest.

1.1 Classification: Overview

The problem of classification involves the process of learning relevant features or
attributes of a class and using the same to determine if a new sample belongs to that
class. Pre-classified examples in classes are used as a training set to build a descriptor
for each class. To determine the destination class for an unknown sample, it is compared
with the descriptors of all classes and categorized where the similarity is maximal. A
practical scenario would be a consumer company seeking to maximize sales of a new
product. User behavior corresponding to a class of customers, who in the past have
availed such offers can be learnt to derive relevant attributes. Subsequently, spending
patterns of new customers can be compared with what has been learnt to determine if
they are potential customers for target marketing. Of course, the scope of classification
extends to a host of other applications. For the management of information, which is
the task at hand, classification allows us to separate information belonging to different
classes. This arrangement, wherein all relevant information that corresponds closely
is categorized together presents many benefits. It allows us to retrieve similar objects
easily, as they are grouped together and also it does enable us to search effectively for a
particular sample.

This thesis aims at applying a novel approach based on graph mining to solve the
problem of classification. As the particular domain of application, we have chosen to
work with text. Text in our case, encompasses general text, emails and web pages. We

have studied the feasibility of our approach and established our claims for adapting this
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novel approach. In the sections that follow, we will discuss in detail the various aspects
of text, email and web page classification, the issues present and the inherent challenges

of the domain.

1.2 Text Classification

Text classification is the problem of assigning pre-defined class labels to incoming,
unclassified documents/text’. The class labels are defined based on a sample of pre-
classified documents used as a training corpus. Text classification has traditionally been
applied to documents in the context of information retrieval and a large body of work
on classification is available. In this thesis, we address the problem of classifying general
text, emails and web pages. While all of them deal with classifying unknown documents
into known classes, the domains of electronic mail (or email) and web pages provide
certain domain knowledge that can be incorporated into the classification task. We have
considered the discussion of each as a separate topic.

Text classification, especially for categorizing news stories has prompted a range of
solutions that draw upon techniques from various fields. These include machine learning
techniques such as Support Vector Machines (SVM) [1], decision tree classifiers [2, 3, 1],
k-Nearest-Neighbor algorithms (kKNN) [4, 5, 6], and neural networks [7, 8]. Statistical
techniques such as Linear Least Square Fit [9], the probabilistic Bayesian classification
[10, 11, 12, 3, 1, 13] and rule induction [14, 15, 16, 17] are few of the other approaches
used for classifying text. Also, the class of Term Frequency Inverse Document Frequency
(TF-IDF) classifiers [18] from information retrieval have been applied to the problem of
text classification.

All text classification approaches extract relevant features from the documents that

form the training set for the class. These features are used to either build a vector that

'The two terms have been used interchangeably throughout
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consists of the extracted terms qualified by their occurrence frequencies or probability
scores for classification (in case of the TF-IDF, Naive Bayes, k-NN and others) or are
used to train the classifier to learn those features corresponding to the class to enable
classification (as in decision trees, neural networks, SVMs and so on). The various text
classification techniques will be considered in detail when the related work is discussed
in the next chapter. We will for the time being delimit ourselves to the problem of
email classification, as the challenges of this domain are not often found in the context

of general text classification and the methods applied to solve the same.

1.3 Email Classification

In the Internet age, rapid dissemination of data and a quick method to apprise
others of the information available is possible by means of electronic mail. Electronic
mail can be viewed as a special type of document as it is primarily text along with
some identifying information unique to it (e.g., from, to, subject, cc, attachments etc.)
Email has evolved as a convenient means of communication between individuals as well
as groups. It is a fast, efficient and an inexpensive method of reaching out to a large
number of people at the same time. This very reason is also the bane of electronic mail
communication. Most users are often overwhelmed by the sheer volume of email sent and
received. Users often find themselves expending large amounts of time and effort sifting
through the mass of email messages and classifying them to their corresponding folders
[19]. A tool (hopefully automated) is needed for the management of email due to its

sheer volume and the need to retrieve relevant emails as needed later. Mis-classification?®

2(Classification of emails can be compared to the cataloguing of books in a library. A book is assigned
a call number (context of the email in our case) and assigned to the appropriate shelf (folder in our
case). If the book (email) is misplaced in a wrong shelf (folder), its retrieval will be extremely difficult;

no wonder ordinary library users are not asked to re-shelve a book.
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and putting it in the wrong place is as good as losing the email as it will be extremely
difficult to locate later. One aspect of email management is to classify email messages into
appropriate folders automatically with acceptable accuracy. An automated technique for
classifying email seems even more important considering the amount of time spent in
processing emails by individuals. This time can be greatly reduced if either traditional
classification techniques can be adapted or new techniques developed to address the
problem of email classification, thereby automating the process with a good amount of
accuracy and efficiency. Certainly, the presence of an automated system can reduce the
time to classify mails, search for a particular mail and retrieve relevant mails. In general,
any email management system would require a classification component for the effective
management of emails. Once this is done, indexing (analogous to the library catalog)
can also be accomplished using the information gleaned while performing classification.
A word or phrase-based index can be created to locate folders and emails containing
the words. Hence, an email classifier is one of the critical tools needed for the effective

management of information exchanged in the Internet age.

1.3.1 Challenges

Although email classification can be viewed as a special case of text classification,
the characteristics of documents and emails differ significantly and as a consequence email
classification poses additional challenges, not often encountered in text or document
classification [20]. Email classification is trickier than text classification as it is based
on personal preferences (e.g., different mail filing habits ranging from those who rarely
classify emails to those who maintain a strict hierarchy), varying criteria for filing emails
into folders and so on. Consequently, email classification uses disparate criteria which are
difficult to quantify. Also, documents are richer in content as compared to emails whose

content can vary dramatically from folder to folder, hence conventional approaches may
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not be well-suited. In addition, as opposed to a static set of corpus typically used for
training in text classification, the email environment is constantly changing, with a need
for adaptive and incremental re-training. Some of the differences and the concomitant
challenges are outlined below:

1. Manual classification of emails is based on personal preferences and hence the cri-
teria used may not be as simple as those used for text classification. For example,
different users may classify the same message into vastly different folders based
on their preference. This varies significantly from document classification where
the class label associated with a document is independent of the user. This dis-
tinction needs to be taken into account by any technique proposed/used for email
classification.

2. Each users’ mailbox is different and constantly evolving. Folder contents vary
from time to time as new messages are added and old messages are deleted. A
classification scheme that can adapt to varying folder characteristics is important.

3. The information content of emails vary significantly, and other factors, such as the
sender, group the email is addressed to, play an important role in classification.
This is in contrast to documents which are richer in content resulting in easier
identification of topics or context. In case of emails, the above factors assume
importance as the body of the message may not yield enough information. Also,
most emails do not follow a fixed or standard vocabulary rendering the use of a
lexical thesauri difficult.

4. The characteristics of folders may vary from dense (more number of emails) to
relatively sparse. A classification system needs to perform reasonably well even
in the absence of a large training set. A graceful degradation in accuracy may be

acceptable with decreasing training data.
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5. Emails within a folder may not be cohesive i.e., the contents may be disparate
and not have many common words or a theme. We characterize these folders on a
spectrum of homogeneous to heterogeneous. A folder may lose its homogeneity as it
becomes dense making it difficult to associate appropriate central theme/structures
with the folder.

6. Emails are typically classified into subfolders within a folder. The differences in
the emails classified to subfolders may be purely semantic (e.g., individual course
offerings within the courses folder, travel within the projects folder etc.,) or theme
oriented. The ability to classify emails to appropriate subfolders will require a
clear separation of representative folder characteristics or traits. Email folders may
also be split when the number of emails in the folder becomes unmanageable or
contents of many folders may be merged at times. Any approach used for email
classification should be able to deal with these nuances which are typically absent
in text classification.

Text classification techniques can be applied to solve the problem of email classi-
fication, but they have to be adapted to take into account the differences listed above.
Additionally, they can draw information available in the email domain for classification.
A number of text classification techniques have been applied to the problem of email
classification. In Re:Agent [21] Boone uses a machine learning based technique, the k-
Nearest Neighbor algorithm. Rule based classification [22], Naive Bayesian probability
based classification [23] and the class of term-frequency, inverse frequency (TF-IF) clas-
sifiers widely used in information retrieval have been used in email classification systems

21, 24]. We will further elaborate on these in the related work section.



1.4 Problem Statement

Most of the techniques mentioned above rely on extracting keywords or highly
frequent words for classification. They ignore the importance of extracting a group of
related terms that co-occur. There is no reason to believe that documents/emails within
a class/folder adhere to a set of patterns and that these patterns closely correspond to,
and are derived from the documents or emails of the particular class or folder. A clas-
sification system that determines the patterns of various term associations that emerge
from documents/emails of a class/folder and uses these patterns for classifying similar
unknown samples is needed. The ability to classify based on similar and not exact occur-
rences is singularly important in most classification tasks, as no two samples are exactly
alike. To the best of our knowledge, there exists no work in the area of text, email, or
web page classification that infers patterns from text/emails and relies on these learnt
patterns for classification.

The belief that the process of classification or supervised learning, which entails
grouping related or similar entities, can benefit from the application of data mining tech-
niques has prompted this research direction. Data Mining is the process of discovering
interesting, non-trivial, implicit, previously unknown and potentially important infor-
mation and patterns from data [25]. There are many data mining techniques such as
association rule mining [26], which discovers associations between items in a set of trans-
actions, sequence pattern mining, which is the mining of frequent patterns related to
time or other sequences, graph mining [27], which is the discovery of interesting pat-
terns/subgraphs in an input graph, frequent subgraphs (or FSG) [28] in which a frequent
subgraph is identified in a large database of graphs and so on.

The interesting patterns or knowledge uncovered by the discovery process can be
used effectively in a decision making process. As data mining is the process of pattern

discovery and we believe that the documents/emails in a given class/folder exhibit similar
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patterns, the process of discovering these patterns can be automated by the use of data
mining techniques, and the discovered patterns can later be used for the process of
classification. The main motivation behind this thesis is to investigate the applicability
of data mining techniques and adapt them, where appropriate, for pattern discovery in
text /emails and to subsequently use these patterns for classification. We believe that text
and web documents have a structure in the form of the title, keywords, section headings,
the HTML tag elements in case of web pages and the document body. Also, emails can be
represented using structural relationships as an email message has a structure in the form
of the information contained in the headers, the subject and the body. This is radically
different from the existing corpora of work where emails are considered as general text
having no particular structure. By attaching structural information to text and emails

they can be made amenable to graph mining.

1.5 Our Approach

In this thesis we propose a novel approach that adapts graph mining techniques
for document, email and web page classification [29]. The approach is based on the
premise that representative — common and recurring — structures/patterns can be ex-
tracted from pre-classified documents in a class or emails in a folder and the same can
be used effectively for classifying unknown document samples or incoming email mes-
sages. Supervised learning along with domain characteristics are exploited to identify
the composition of previously labelled documents or emails and these are used for the
classification of unknown text samples or incoming emails.

Documents in a given class correspond to one another and the similarity between
them provides the discriminating capability required to distinguish one class from an-
other. Also, users organize email folders based on their content, certain patterns that oc-

cur in the email messages, and personal preferences (for creating folders and sub-folders).
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Our approach is based on the premise that a class or an email folder consists of representa-
tive documents or emails and the structure and content of these representative documents
and emails can be extracted by adapting graph-based mining techniques to work with
domain knowledge. We also hypothesize that the notion of inexact graph matching (or
isomorphic graph comparison) is critical for this to work, as it helps in grouping similar
structures within documents and emails instead of looking for exact/identical matches
that may be difficult to find in the textual domain.

Briefly, in our approach, a document class or email folder is mined to obtain frequent
and representative patterns using inexact graph matching guided by a threshold value.
When an unknown sample is to be classified or a new email arrives, it is matched with the
set of patterns for each class/folder. In case of a match, a classification rank is associated
with the unknown sample or incoming email with respect to the class or the email folder.
The actual classification is based on the rank (i.e., the document or email is classified
into the category or folder for which it exhibits the highest rank).

Significant work carried out in the area of graph based data mining includes the
frequent subgraph discovery algorithm (FSG) [28], the Subdue substructure discovery
system [27] and the frequent graph miner:gSpan [30] among others. Our work requires
a means of substructure discovery directed by specific constraints (explained later). The
notion of matching inexactly within bounds dictated by various domain characteristics is
necessary. Any of the existing techniques for substructure discovery can be employed in
our work. FSG and gSpan do not have this notion of matching inexactly within a thresh-
old value as they use canonical labelling. We have chosen to use the Subdue substructure
discovery system as it supports many of the features that we consider are important. For
example, inexact match is provided with a threshold value that can be varied to detect
similar subgraphs which differ in edge and vertex labels by a specified maximum value.

The Subdue [27] substructure discovery algorithm is used to discover frequent and rep-
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resentative patterns for a given folder. Subdue discovers frequently occurring subgraphs
using the minimum description principle [31]. Isomorphism or inexact graph match is
used to make sure similar (and not merely exact) substructures are identified. In our
approach, the notion of inexact graph match is leveraged for deriving structures that
provide coverage for characterizing the contents of a class or email folder. Since Subdue
identifies a large number of such patterns, they are sifted into a manageable number of
patterns using several criteria such as, the frequency of occurrence, size of the pattern,
average size of documents or emails in the class or email folder, the size of the document
class or email folder and so on. The substructures are ranked and the set of represen-
tative substructures that best characterize the class or folder are chosen. Subsequently,
an unknown document or incoming email message is compared with the representative
set of substructures of each class/folder. Again, inexact graph match techniques are
used to determine the destination class/folder for the unknown sample or email message.
It is categorized to the class or email folder where the match is maximal. In case of
email classification, if no match occurs, the email is classified to a default folder and

user-intervention may be needed to classify it.

1.6 Contributions

The main contribution of this thesis is in the novelty of the approach in consider-
ing mining techniques for classification. Although mining techniques have been proposed
earlier, to the best of our knowledge, this is the first attempt to assess the applicabil-
ity of graph mining for classification. Another contribution is the evaluation of current
mining approaches, their applicability to the problem at hand, and the adaptation of
those approaches for text and email classification. Graph mining (or any other mining
technique) does not perform classification, hence the problem is not straightforward. One

of the primary contributions of this thesis is the formulation and use of graph mining
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techniques to solve the problem of document classification. Finally, the last but not the
least contribution of this thesis is an extensive evaluation of graph mining techniques
and the effect of various parameters on classification. We analyze these parameters to
infer their effects and provide experimental results to support the analysis. A number of
factors that influence representative structure extraction and classification are analyzed
conceptually and validated experimentally. We have adapted our approach to both gen-
eral text, email and web page classification (using different graph representations as will
be detailed later) to provide a well-rounded formulation of graph based data mining for
all kinds of text. The approach presented in this thesis provides a general framework for
using graph mining techniques and an approach to leveraging domain characteristics for
classification.

Since we are dealing with document, email and web page classification into the
associated document classes, email folders and web page categories, the terminology
used throughout is ‘text classification into classes’ unless specified otherwise.

The remainder of the thesis is organized as follows. Chapter 2 presents the related
work in the areas of text, email and web page classification. Chapter 3 gives an overview
of graph based mining and a brief description of the Subdue substructure discovery
system. Chapter 4 presents an overview of the InfoSift classification system. Chapter 5
explains the system design along with the detailed discussion of the parameters involved.
The implementation details, experimental results and comparisons along with the naive
Bayesian technique are presented in Chapter 6. Conclusions and future work are outlined

in Chapter 7.



CHAPTER 2
RELATED WORK

Text classification is the problem of assigning pre-defined class labels to incoming,
unclassified documents. The class labels are defined based on a sample of pre-classified
documents used as a training corpus. The problem of text classification is well researched
and various methods proposed to solve the problem include machine learning techniques,
probability based theorems and information retrieval approaches among others.

This chapter presents a brief overview of some of the conventional approaches ap-
plied to solve the problem of text classification. Some of these techniques have been
used to address the problem of email and web page classification as well. The various
techniques proposed for classification include Support Vector Machines (SVM) [1], deci-
sion trees [2, 3, 1], k-Nearest-Neighbor (k-NN) classifiers [4, 5, 6], Linear Least Square
fit technique [9], rule induction [14, 15, 16, 17|, neural networks [7, 8] and Bayesian
probabilistic classification [10, 11, 12, 3, 1, 13]. Also, the class of Term Frequency —
Inverse Document Frequency (TF-IDF) classifiers [18] from information retrieval have
been applied to the problem of text classification. As is evident, the different techniques
that address the problem have been drawn from very diverse fields.

In the sections that follow, a brief description of some of these text classification
techniques is provided. Many email classification systems that apply these techniques to
automate the task of filing emails have been developed. A discussion of some of these
systems is presented when we consider the related work in the area of email classifica-
tion. For classifying web pages, techniques that combine conventional text classification

approaches and incorporate the domain knowledge have been proposed. Some of these

13
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techniques are considered in detail when we present the relevant work in the area of web
page classification. We will now discuss some of the text classification approaches that

have been outlined earlier.

2.1 Text Classification Techniques

This section provides a brief overview of some of the popularly used text catego-
rization techniques. The various text classification methods have been drawn from fields
as diverse as machine learning, probability theory and statistical learning theory amongst
others. To provide an idea of the diversity by way of which each of these methods solve
a text classification problem at hand, we will now discuss some of the aforementioned

techniques.

2.1.1 Support Vector Machines

Support Vector Machines were introduced by Vapnik [32] in 1979 [33], but have
become popular in the last decade or so. Support Vector Machines belong to the set of
discriminant classifiers (which include neural networks and decision trees among others).
They are based on the Structural Risk Minimization principle [33] and aim at minimizing
structural risk instead of empirical risk. Let us consider the simplest case that corresponds
to a linearly separable vector space. The problem here is to find a decision surface that
best separates the positive and negative examples of a class. A decision surface that
does so is called a ‘hyperplane’ and includes the notion of a margin, which corresponds
to how much the decision surface can be moved without affecting classification. A linear
SVM can therefore be stated as a hyperplane that maximizes this margin between a set of
positive and negative examples of a class. The margin is the distance from the hyperplane
to the nearest of the negative and positive samples. The solid line in figure 2.1 shows

the hyperplane that separates the positive and negative training samples of a class and
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the thin lines on either side define the margin by which the hyperplane can be moved
without causing misclassification. The hyperplane in the figure has maximal margin, any

other decision surface will have a smaller margin than the one shown.

Figure 2.1 The decision line(solid) with maximal margin
The Support Vectors are points on the dashed lines

The optimal separating hyperplane is given by the equation
wxr—b=0 (2.1)

The linearly separable cases can be generalized to linearly non-separable cases. The
performance of Support Vector Machines for text classification tasks has been studied in
detail and they exhibit a remarkably better performance than most other classification
techniques [34]. SVM classifiers perform well even in the presence of sparse data, as in
effect the classification mainly depends upon the support vectors of a class. They are

capable of handling large data sizes and the classifier performance is consistently good.
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2.1.2 k-Nearest Neighbor Classifiers

In k-NN classifiers, as the name suggests, the classification of an unknown test
sample is based on its ‘k’ nearest neighbors. The assumption is that the classification of
an instance is based on others that are similar to it. Each document in the training set
is represented by a feature vector, which is the set of relevant attributes of the sample.
The technique for feature extraction can be as simple as the occurrence frequency of the
term in the document. To classify an unknown sample, its corresponding feature vector
is constructed and compared with the feature vectors of all samples in the training set.
The similarity metric used is generally a distance measure such as the cosine distance

function given in equation 2.2.

SIM(V;, X) = —=k<0a0 (ks X T (2.2)
VEi (i)’ Ziey ()’

where, V; is the vector corresponding to the 4" document in the training set

X is the unknown sample to be classified

wy,;j is the weight of the k" term in document j

fi is the weight of the same term in the test sample and

the denominator is the norm of the two document vectors

Only those terms that occur both in the test and training documents are considered.
This similarity measure produces a high value when the two vectors being compared are
similar. A value of 1 indicates the two vectors are identical, while a similarity value of 0
indicates that the two are unrelated.

The training examples are ranked according to their distance from the test sample
and the k nearest examples are selected. To assign a class label to the test sample, weight-
ing schemes can be devised, but a simple rule that assigns a class label that corresponds
to the majority of its neighbors can be used. The performance of k-NN again, is among

the best for techniques proposed for text classification [34]. The classifier performs well
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as it uses the majority decision of k training samples. Due to the same, the effect of noisy
data is also reduced. The drawback of the approach is the presence of a large feature

space, which can become problematic as the size of the training set increases.

2.1.3 Naive Bayesian Classifier

The naive Bayesian classifier is a probability based classifier that assigns class
membership or a posterior probability value to a sample based on a combination of the
prior probability of occurrence of a class and probabilities of the terms (also called the
likelihood), given they belong to that class. For the text classification task, this translates
to the combination of the probabilities of terms and the existing categories to predict
the category of a given document. Using the Bayes rule we can predict the posterior
probability of a category C; among a set of possible categories C' = Cy, Cy, Cs.....C), and

given a set of terms T' = tq, 19, t5.....1,, as

p(Cj|t1,t2,t3 ..... tn) O(p(tl,tg,tg ..... tn|CJ)p (C]) (23)

Naive Bayesian classifiers make a simplifying assumption of term independence (albeit
incorrectly), that the conditional probability of a term occurring in a document is in-
dependent of the conditional probabilities of other terms that appear in that document
ie.,

p(T1C5) Zn: (tx|C}) (2.4)

Using this naive assumption, the posterior probability can be re-written as

n

p(C;|T) xp(C Z (tx|C5) (2.5)

Although the assumption made is strong and not often accurate, it does simplify the
computation of term probabilities (as they can be calculated independent of each other).

The performance of the classifier is good and compares well with other sophisticated tech-
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niques such as decision trees and neural networks. In our evaluation, we have compared
the performance of the InfoSift system with the probabilistic naive Bayesian classifier.

From the above discussions on classification techniques, it is clear that the problem
has been studied in depth and different methodologies have been applied to solve the
task at hand. With this discussion on text classification techniques, we now present the

relevant work in the area of email classification.

2.2 Work on Email Classification

As we have stated before, the problem of email classification presents certain fea-
tures that are not found in text classification. Certain characteristics of the domain (e.g.,
information contained in the headers and so on) have to be taken into account to ensure
good classification. Many text classification techniques have been applied to the problem
of email classification. Based on the mechanism used, email classification schemes can
be broadly categorized into: i) Rule based classification, ii) Information Retrieval based
classification and iii) Machine Learning based classification techniques. In the sections
that follow, we present an outline of some systems that have been developed to automate

the task of email classification.

2.2.1 Rule Based Classification

Rule based classification systems use rules to classify emails into folders. William
Cohen [22] uses the RIPPER learning algorithm to induce "keyword spotting rules”
for email classification. RIPPER is a propositional learner capable of handling large
data sets [35]. Cohen argues that keyword spotting is more useful as it induces an
understandable description of the email filter. The RIPPER system is compared with
a traditional IR method based on the TF-IDF weighting scheme and both show similar

accuracy. The i-ems (Intelligent Mail Sorter) [36] rule based classification system learns
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rules based only on sender information and keywords. Ishmail [37] is another rule-based
classifier integrated with the Emacs mail program Rmail.

Although rules are easy for people to understand [38], managing a rule set may
not be so. As the number and characteristics of incoming emails change, the rules in the
rule set may have to be modified to reflect the same. This puts a cognitive burden on
the user to review and update the rule-set from time to time, often involving a complete
re-writing of rules.

Most of the email managers (e.g., outlook, eudora), allow users’ to set rules for
classifying email to folders. These rules have to be specified manually and can use
words from various categories. The main problem here is in the manual specification and
management of these rules which can become cumbersome and need to be changed often

to make them work properly.

2.2.2 Information Retrieval Based Classification

Segal and Kephart [24] use the TF-IDF classifier as the means for classification
in SwiftFile, which is implemented as an add-on to Lotus Notes. The system predicts
three likely destination folders for every incoming email message. The TF-IDF classifier
is based on the TF-IDF technique used in information retrieval. For each email folder,
a vector of terms that are frequent across the emails in the folder (term frequency) and
infrequent across other folders (inverse document frequency) is created. The set of terms
thus selected is capable of discriminating the features of a given folder with those of
other folders. To classify an incoming email, the term frequency vector of the email
is constructed. It is compared with the TF-IDF vectors of all folders using a cosine
similarity metric that is similar to the one stated in equation 2.2. The new email is

classified to the folder where the value of the cosine distance function is maximum.
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The TF-IDF classifier performs well even in the absence of large training data
and the classifier accuracy remains reasonable as the amount of training data increases,
adding to the heterogeneity of a folder. The classifier learns incrementally with every
new message that is added or deleted from a folder, eliminating the need for re-training

from scratch.

2.2.3 Machine Learning Based Classification

Various machine learning based classification systems have been developed. The
iFile system by Rennie [23] uses the naive Bayes approach for effective training, providing
good classification accuracy, and for performing iterative learning. The naive Bayesian
probabilistic classifier has also been used to filter junk email effectively as shown by
Sahami et.al [39]. The Re:Agent email classifier by Boone [21] first uses the TF-IDF
measure to extract useful features from the mails and then predicts the actions to be
performed using the trained data and a set of keywords. It uses the nearest neighbor
classifier and a neural network for prediction purposes and compares the results obtained
with the standard IR, TF-IDF algorithm. Mail Agent Interface (Magi) by Payne and
Edwards [40] uses the symbolic rule induction system CN2 [41] to induce a user-profile
from observations of user interactions. The system suggests actions such as ‘delete’,
‘forward’ and so on for each new email message based on the training, hence results for
multi-class categorization are difficult to assess.

From the discussion on email classification techniques, it is clear that a classifier
should be able to learn from the email environment of the user. The learnt information
should be used to automatically file emails to the corresponding folders or to provide
intelligent suggestions to the user. The information contained within the email headers
is important as many systems that learn rules based on the same or derive features from

the information in the headers consider it useful for classification. The use of domain
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knowledge for classification when available, adds to the set of features to make a domain
informed decision during classification. We will now move onto the problem of web page
classification, which again, can make use of the features that are unique to the domain

of the web.

2.3 Web Page Classification

We will now consider in brief the relevant work in the area of web page classification.
Although it may seem that text classification techniques can be applied to solve the
problem of web page classification, it may not be as straightforward since HT'ML pages
have an underlying structure represented by the various tag elements. It is important to
take into account this structural information for classification. Attardi, Gulli et.al., [42]
argue that conventional text classification techniques are content driven and to not exploit
the hypertext nature of the web that is characterized by linked pages that have structure.
They believe that web page classification needs to be context driven and must derive
useful information from the structure and link information. The idea that the content
in a link and the context around it must provide enough information to classify the
document pointed by the link is the main motivation. The authors claim that a blurb
of a page provides significant information about the content of page in a concise manner
than the page itself (thereby reducing the noise). The information contained within the
links that point to a given page and the context around them are used to assign a category
to the page.

Schenker, Last et.al., [43] have used graph models for classifying web documents.
The graph is constructed from the text of the web page and the words contained in the
title and hyperlinks. An extension of the £-NN algorithm is used to handle graph based
data. The graph theoretical-distance measure for computing the distance translates to

the maximal common subgraph distance proposed in [44]. The graph model for classifying
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web pages is compared with the £-NN algorithm that uses the conventional feature vector
approach. The performance of the graph model is better than the conventional bag-of-
words approach and is also more efficient.

The approach proposed in this thesis is different from the earlier approaches applied
to the problem of document classification. It is also different from the approaches that
have been attempted for email classification. Though a graph based model has been
used for classifying web pages, a conventional classification technique adapted to work
with graphs is used for the actual classification. To the best of our knowledge, we are
not aware of any work on the use of graph mining techniques for text, email or web
page classification. With this overview of the related literature in the area of document
classification, the discussion on graph mining and graph mining techniques is presented

in the next chapter.



CHAPTER 3
GRAPH MINING

Graph mining, as opposed to transaction mining (association rules, decision trees
and others) is suitable for mining structural data. Graph mining is certainly appropriate
for mining on chemical compounds, proteins, DNA etc., that have an inherent structure.
The complex relationships that exist between entities that comprise these structures (for
example, the double and triple bonds between carbon and other elements in a complex
organic compound, the helical structure of DNA molecules and so on) can be faithfully
represented using graph format.

A graph representation comes across as a natural choice for representing complex
relationships because it is relatively simple to visualize as compared to a transactional
representation. The various associations between objects in a complex structure are easy
to understand and represent graphically. Most importantly, the representation in graph
format preserves the structural information of the original application which may be lost
when the problem is translated/mapped to other representation schemes. Consider the
example shown in the figure 3.1!, which consists of objects of different shapes resting on
a table. Representing the same scene in graph format enables quick visualization and

identification of the recurring pattern of objects and their specific placements.

3.1 Overview

Graph mining aims at discovering interesting and repetitive patterns/substructures

within structural data. Relevant work in graph mining includes the Subdue substructure

!Courtesy: Graph Based Data Mining, Cook and Holder
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Input Graph Substructure

Figure 3.1 Example Substructure in Graph Form

discovery system by Cook and Holder [27]. Subdue discovers interesting and repetitive
substructures in graph representations of data. It employs beam search to discover in-
teresting subgraphs and compresses the original graph with instances of the discovered
substructures. The frequent subgraphs approach by Kuramochi and Karypis [28] maps
the Apriori [26] algorithm to structural data represented in the form of a labelled graph
and finds frequent itemsets that correspond to recurring subgraphs in the input. gSpan
[30] uses a canonical representation by mapping each graph to a code and uses depth-first
search to mine frequent subgraphs.

We believe that emails can be represented using structural relationships as an email
message has a structure in the form of the information contained in the headers, the
subject and the body. This is radically different from the existing corpora of work where
emails are considered as general text having no particular structure. The same is also
true of text and web documents that have a structure in the form of the title, keywords,
section headings, the HTML tag elements in case of web pages and the document body.
By attaching structural information to emails and text they can be made amenable to
graph mining.

Our work consists of identifying patterns within documents of a class and using

these patterns for classification. An unknown sample will not match a learned pattern



25

exactly, for that matter, neither will two training samples match exactly. It is therefore
important to allow some amount of inexactness during pattern matching. Besides, a
means of substructure discovery directed by specific constraints (e.g., restraining the size
of discovered substructures) is also required. Any graph mining technique that satisfies
the above constraints can be used as a tool for pattern discovery. FSG and gSpan, both
work with a canonical labelling of sorts and hence and do not have a notion of matching
inexactly within a specified threshold or bound. They return all substructures that satisfy
a given support value and do not have the capability to affect substructure discovery
based on specified constraints. The Subdue substructure discovery system satisfies our
requirements of inexact graph match and guided discovery and hence we have chosen the
same for our work. The following sections discuss certain aspects of Subdue including
the heuristics employed for substructure discovery, the process of graph matching and

input/output parameters of the system.

3.2 Subdue Substructure Discovery System

The Subdue substructure discovery algorithm [27] is a graph based mining algo-
rithm that discovers repetitive and interesting substructures in graph representations of
data. Within the representation, entities and objects are mapped to vertices and the
relationship between objects is represented as an edge between the corresponding pair of
vertices. A substructure is a connected subgraph within the graph representation. An
instance of a substructure in an input graph is a set of vertices and edges from the input
graph that match, graph theoretically, to the graphical representation of the substructure.

The input to the Subdue substructure discovery system is a forest of graphs and
the output is the set of best subgraphs that compress the input graph using the minimum
description length (MDL) principle. The input is in the form of a file with the list of

unique vertices in the graph and the corresponding edges between them. The output
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consists of the best substructures discovered in the input graph, where each output
substructure is qualified by its size and occurrence frequency in the input graph. For the

graph in figure 3.2 the input file to Subdue is as shown in 3.3.

Figure 3.2 Sample Graph

V1A
V2B
vV3C
V4A
V5B
V6D
V7C
V8A
VIA
vV 10B
D12el
D32el
D43e2
D56el
D76¢€l
D87¢e2
D910el

Figure 3.3 Subdue Input File

The following section provides a brief description of the discovery process. For a

detailed explanation of the Subdue discovery algorithm, the reader is referred to [27].



27

3.2.1 Substructure Discovery

Subdue uses beam search for substructure discovery. It maintains three lists during
the discovery process, one of which is the parent list that consists of the current set of
substructures to be expanded. The substructure discovery process proceeds with the
expansion of each substructure in the parent list and its evaluation based on the chosen
heuristic. The discovery process halts when there are no more substructures remaining
for expansion or when the user provides a terminating argument. The Subdue algorithm

is presented below.

Subdue(Graph, BeamWidth, MaxBest, MaxSubSize, Limit)
ParentList = {} ChildList = {}
BestList = {} ProcessedSubs = 0
Create a substructure from each unique vertex label and its single-vertex instances;
insert the resulting substructures in ParentList
while ProcessedSubs <= Limit and ParentList is not empty do
while ParentList is not empty do
Parent = RemoveHead (ParentList)
Extend each instance of Parent in all possible ways
Group the extended instances into Child substructures
for each Child do
if SizeOf( Child ) <= MaxSubSize then
Evaluate the Child
Insert Child in ChildList in order by value
if Length( ChildList ) > BeamWidth then
Destroy the substructure at the end of ChildList

ProcessedSubs = ProcessedSubs + 1
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Insert Parent in BestList in order by value
if Length( BestList ) > MaxBest then
Destroy the substructure at the end of BestList

Switch ParentList and ChildList

return BestList

3.2.1.1 Algorithm Flow

The algorithm starts with the initialization of the parent, child and best lists to
the empty set. The parent list consists of the current substructures to be expanded, the
child list contains the substructures that have been expanded and the best list contains
the current set of best substructures. The count of the total number of substructures
processed so far is maintained by the ProcessedSubs parameter. The unique vertex
labels in the graph are inserted into the parent list. Each substructure in the parent list
is expanded in all possible ways either by adding a vertex and an edge or an edge if both
vertices are already present. The first instance of a new substructure becomes a new
child substructure. All the other child instances that were expanded in the same way
become instances of the child substructure. Each child substructure is evaluated using
the MDL heuristic and inserted in the child list in the decreasing order of MDL value.
The beam value is enforced on all three lists, and substructures above the beam value
are removed. The parent list is swapped with the child list, which is then considered for
extensions.

The input graph is compressed by replacing each instance of the best substructure
by a single node. The resulting input graph is then used for the next iteration to find other
interesting substructures. This process continues until the number of iterations specified
by the user is reached, or the algorithm fails to find a substructure that compresses the

graph. Various halting conditions for the algorithm can be specified by the user, for
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instance, the Limit parameter limits the total number of substructures processed so far.
The prune parameter discards all child substructures whose MDL value is lesser than its
parents’ and acts as a halting condition when no child substructures are left in the child
list on pruning.

In many application domains, the occurrence of substructure instances that match
exactly is very unlikely. It is therefore important to discover substructure instances that
are similar and not necessarily exact matches. Subdue is capable of identifying both exact
and inexact (or isomorphic) substructures in the input graph. It uses a branch and bound
algorithm that runs in polynomial time for inexact graph match and identifies graphs
that differ by vertex or edge labels using a threshold parameter that characterizes the
inexactness. The aims of the discovery algorithm are two-fold, to discover repetitive and
interesting substructures or patterns and to compress the original graph by abstracting
instances of these substructures to provide a hierarchical or layered view of the original
data in terms of the discovered substructures. The heuristic employed by Subdue for
substructure discovery is based on the ability of a substructure to compress the input

graph and is briefly discussed below.

3.2.2 Compression

Subdue uses two schemes for compression, the first based on the MDL principle
and the second based on size. The MDL principle has been used in various applications
such as decision tree induction, image processing and others. The principle described by
Rinssanen [45], states that the best theory to describe a set of data is one that minimizes
the description length of the entire data set. Subdue uses MDL to determine the best
substructure. The best substructure is one that minimizes the description length of the
original input graph. Accordingly, the description length of the input graph is then
DL(S)+ DL(G|S), where S is the discovered substructure, G is the input graph, DL(S)
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is the number of bits required to encode the substructure, and DL(G|S) is the number of
bits required to encode the input graph G after it has been compressed using substructure
S. If DL(G) represents the number of bits required to encode the input graph G, the
final MDL value of the graph is defined as

DL(G)

MDL = 5108 + DLiG]3)

(3.1)

A higher MDL value signifies a substructure that reduces the description length
of the original data or in other words, compresses it better. The compression value is

defined as
1

VDL (3.2)

Compression =

The second compression scheme, based only on size, uses a simple and more efficient
but less accurate measure as compared to the MDL metric. The value of a substructure

S in graph G is
Size(Q)
(Size(S) + Size(G|S))

Here, Size (G) = Number of vertices (G) + Number of edges (G)

(3.3)

Size (S) = Number of vertices (S) + Number of edges (S)
Size(G|S) = (Number of vertices (G) - i * Number of vertices (S) + i) +
(Number of edges(G) - i * Number of edges(S))

where, G is the input graph,

S is the discovered substructure,

G|S is the input graph after it has been compressed by the substructure and

7 1s the number of substructure instances.

3.2.3 Inexact graph Match
Though exact graph match comparison discovers interesting substructures, most of

the substructures in the graph may be slight variations of another substructure. Inexact
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graph match allows us to combine multiple structures into a single structure both for
representation and identification. In order to detect substructures that match inexactly
or vary slightly in their edge or vertex descriptions, the algorithm developed by Bunke
and Allerman [46] is used where each distortion is assigned a cost. A distortion is defined
as the addition, deletion or substitution of vertices or edges. The two graphs are said
to be isomorphic as long as the cost difference falls within the user specified threshold.
In general, it is an exponential algorithm as it compares each vertex with every other
vertex in the graph. However, Subdue uses a branch and bound approach that executes

in polynomial time by considering a reduced number of mappings.

3.3 Parameters for Control Flow

The input to the discovery process is taken from the file as shown in fig 3.3 and the
graph is constructed using these values. A number of parameters control the working of
the algorithm. They are briefly described below:

1. Limit: This parameter specifies the number of different substructures to be con-
sidered in each iteration. The default value is (number of vertices + number of
edges) /2.

2. Tterations: This parameter specifies the number of iterations to be made over the
input graph. The best substructure from the previous iteration is taken to compress
the graph for the next iteration. The default value is one, i.e., no compression.

3. Threshold: This is a parameter that provides a similarity measure for the inexact
graph match. Threshold specifies how different one instance of a substructure
can be from the other instance. The instances match if matchcost(sub,inst) <=
size(inst) * threshold. The default value is 0.0, which means that the graphs

match exactly. A very large value of threshold may not be meaningful as it will



32

match two dissimilar graphs. Currently, Subdue supports threshold values up to
0.3.
. Nsubs: This argument specifies the maximum number of the best substructures
returned.
. Prune: If this parameter is specified, Subdue will discard child substructures that
have value lesser than their parent substructure. This reduces the search space to
a great extent, though certain good substructures can be missed as the evaluation
heuristics are not monotonic. The default is no pruning.
. Beam: Beam specifies the maximum number of substructures that are retained for
expansion in each iteration of the discovery algorithm. The default value is 4.
. Overlap: This parameter guides the algorithm to consider overlap in the instances
of the substructures. Two or more instances of a substructure are said to overlap
if they have a common substructure. Overlap plays a significant role in calculating
the compression value because with overlap we have to maintain extra information.
During graph compression an OVERLAP _ <iteration> edge is added between each
pair of overlapping instances, and external edges to shared vertices are duplicated
to all instances sharing the vertex.
. Size: This parameter is used to limit the size of the substructures that are con-
sidered. Size refers to the number of vertices in the substructure. A minimum and
maximum value is specified that determines the range of the size parameter.
. Output: This parameter controls the screen output of Subdue. The various values
are

1 Print the best substructure found in each iteration.

2 Prints the best n substructures, where n is the number specified in the nsubs

parameter.

3 Print the best n substructures, as well as the substructure instances.



33

4 Print the best n substructures along with their instances and intermediate
substructures as they are discovered.
5 Same as above, prints also each substructure considered.
With this overview of Graph Mining and an introduction to the Subdue discov-
ery system, the adaption of graph mining techniques for document classification in the

InfoSift system is considered in the following chapter.



CHAPTER 4
INFOSIFT: SYSTEM OVERVIEW

The InfoSift system, developed as part of this thesis, aims at automating the
process of document classification as much as possible by using graph mining techniques
to classify documents into pre-defined categories. It uses the supervised approach to
classification, wherein pre-classified documents (emails, text, etc.) with appropriate class
labels (folder or topic/category in our case) are used for training. The overall flow of

control is shown in Fig. 4.1.
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Figure 4.1 InfoSift Document Classification System
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4.1 Approach Overview

The pre-classified documents in a class are used as training examples and are pro-
cessed prior to graph generation. Graph mining techniques are then applied on the
generated graph for pattern discovery. The resultant interesting and repetitive patterns
are further processed and pruned to identify the representative set of substructures for
the class. The representative substructures, once generated, are ranked for use in clas-
sification later. The classifier computes the similarity measure of the unknown sample
and resolves the destination class in case of multiple matches. A brief description of the
classification steps is given below.

1. Pre-processing: The documents in a given class form the training set for gener-
ating interesting and repetitive patterns once the stop words have been eliminated.
The various characteristics of the class are taken into account to derive the optimal
set of parameters for substructure discovery. Average size of documents in a class,
the number of words retained from each document and the size of the document
class are examples of class characteristics.

2. Graph Representation: The next step is to choose a graph representation that
is appropriate for the domain and convert the documents in a class into the chosen
graph format. Emails have a definite common structure in terms of their content
(e.g., from, to, subject, body). So also do web pages in terms of the various
tags elements, hyperlinks and the page text. We have proposed a canonical graph
representation scheme for text, email and web pages. Alternate representation
schemes that incorporate domain characteristics for emails and web pages have
also been proposed. The structural nature of the web has been considered in other
approaches for web page classification as it is a very obvious characteristic of the
domain. However, structural representation schemes for emails, which definitely

have a structure in the form of email headers and body have not been considered
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before. Text also has a structure, it is not marked, but does comes across subtly
in the form of the text title, section headings, the actual textual content and so
on. The use of structural representation schemes for text and email classification
is therefore a first.

. Substructure Extraction: The Subdue substructure discovery algorithm is used
to discover/extract the representative substructures from the documents repre-
sented in graph format. The substructure discovery process is driven by the pa-
rameters derived as part of the pre-processing step and are input to the Subdue
discovery algorithm. Among these parameters is the threshold parameter that
allows for the desired level of inexact graph match.

. Representative Substructure Pruning: The output of the discovery process
is likely to contain a large number of substructures and all of them are not likely
to contribute towards classification. Furthermore, the cost of the approach will
increase with the increase in the number of substructures retained and compared
during classification. Since Subdue was not developed for this purpose, we need to
process and prune its output to determine what is relevant for classification. Hence,
our goal is to identify the subset that is needed for discriminating the unknown
sample during classification. The set of substructures output by the discovery
process is pruned based on a number of parameters to determine the representative
set of substructures needed for the given class. Those that are retained must cover
a significant portion of the class contents and have sizes that measure relatively
well to the contents of the class.

. Representative Substructure Ranking: Some discovered substructures are
more important than others either because they appear more frequently or they
measure well with respect to the sizes of a class’ contents. It is therefore impor-

tant to discriminate among the set of pruned representatives from the viewpoint of
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classification. Each representative substructure needs to be ranked in some way to
indicate its representativeness. The rank associated with a substructure is used for
classifying the unknown samples. Certainly, there is a difference in a match with
a highly ranked substructure versus an average one. This is especially important
when the samples are classified into multiple classes.

Processing to-be-classified Document: Pre-processing (e.g., stop word re-
moval) that is performed on the training set is also performed on the unknown
sample to be classified to bring it into a canonical representation. The test sample

is then converted into a graph for the purpose of classification.

. Classification: The classifier compares the representative substructures with the

unknown test sample (again using Subdue) to determine if any of them appear in
the unknown sample graph. If a match is found, the test sample is classified to
the corresponding category. For multi-way classification, in case of more than one
match, the ranks associated with the matched substructures are used for resolv-
ing the destination class to which the unknown sample should be classified. It is

classified to the category with the highest ranked substructure match.

Details of Document Classification

A brief overview of the control flow of the InfoSift text classification system was

provided above. In the discussion that follows we will elaborate on the pre-processing

tasks and the various graph representation schemes proposed for the different domains

addressed by this thesis.

4.2.1 Document Pre-processing

Using the entire document would be an overkill for any classification mechanism.

Typically, a document consists of a large number of words, not all of which are necessary
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or even useful for characterizing the document. For example, articles, conjunctions,
and even common words that occur frequently in a document can be pruned without
affecting the outcome. Stemming is another commonly used technique to prune multiple
occurrences of the stem in different forms. It is important that the original document is
pre-processed appropriately as it will otherwise add noise in the form of irrelevant words
and reduce the effectiveness of any approach.

Information retrieval uses several techniques for pre-processing documents to prune
the size of the input without affecting the final outcome. For our purposes, we need to
determine what can be pruned and what need to be retained. Before generating the
input graph for the contents of a class, the documents in the class are processed to
eliminate stop words. Since the goal is to retain substructures that are frequent across
documents of a class, the terms that comprise the substructures have to be frequent
as well. These terms must occur frequently, preferably across all the documents in the
given class and not merely in a single document. This choice of retaining words that are
common across documents takes care of the disparity in length, as some documents are
considerably longer than others. Words are ranked based on their occurrence frequencies
across all documents in a class and those whose frequencies account for more than f%
of the sum of all frequencies are retained. The rationale behind this is to study the
effect of f on classification. Of course, by choosing f to be 100, one would retain all the
words. But, the lower frequency words may not contribute towards classification. The
parameter f is tuned to observe its effect and identify any possible dependency on other
class characteristics. To construct the graph, only those words in the message body that
are a member of this frequent set are used. This ensures the words chosen are frequent
not only in a single document, but across a substantial number of documents in the class

under consideration.
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An example will make this clearer. Consider the sample document (belonging to a

class) shown in Fig. 4.2.

TEXAS COMMERCE BANCSHARES FILES PLAN

Texas Commerce Bancshares Inc's Texas
Commerce Bank-Houston said it filed an application with the
Comptroller of the Currency in an effort to create the largest
banking network in Harris County.

The bank said the network would link 31 banks having
13.5 billion dollars in assets and 7.5 billion dollars in
deposits.

Figure 4.2 Document Sample

To construct the graph corresponding to this document once the stop words are
eliminated, the set of frequent terms across all documents is considered. Assuming the
set of frequent terms is as shown in Fig. 4.3, the graph corresponding to the document

consists of terms shown in Fig. 4.4

Assets
Bank
Billion
Commerce
Comptroller
Currency
Debentures
Deficit
Deposits
Dollars
Economy
Financial
Markets
Portfolios
Stocks
Trading
Venture
Wall Street

Figure 4.3 Global Set of Frequent Terms

This technique of processing important terms within documents of a class can be

compared with the term frequency (TF) technique used in information retrieval. TF
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Assets
Bank
Billion
Commerce
Comptroller
Currency
Deposits
Dollars

Figure 4.4 Document Term Set

classifiers extract frequent terms from documents of a class to create a class descriptor,
typically a term frequency vector, which is used to compare the similarity of an unknown
sample with the class contents. The pre-processing that is carried out is similar to the
TF classifiers in extracting frequent terms, but unlike the TF technique, a single graph of
frequent terms (vis-a-vis the document vector) is not constructed. Graphs representing
each document in the class are constructed from those terms in the document that appear
in the frequent set.

This forest of graphs forms the input for substructure discovery. They are input as
a sequence of vertex and edge descriptions. For our experiments, we have used a 80-20
and 60-40 split, i.e., either 80 or 60 percent of the documents are randomly chosen from

a class as the training set and 20 or 40 percent are used for classification, respectively.

4.2.2 Graph Representation

The ability to capture relationships between words (or sets of words) within a
document differentiates this approach from other traditional approaches where such rela-
tionships were not (or could not be) be captured. In the traditional information retrieval
approaches, each word occurrence is considered independent of each other as they cannot
be grouped in any way. The ability to impose structural relationships can be beneficially
exploited depending upon the domain and what relationships are important to represent

in a document. For example, the structure used for an email may be very different from
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a structure used for a news paragraph. The ability to impose a meaningful structure al-
lows us to make it either hierarchical, flat, or a combination thereof and provide different
types of emphasis and grouping.

We believe that representations chosen appropriately can cover the range of in-
dependent word occurrences to relationships among document/email objects and as a
consequence provide the context or semantics for extracting representative substructures
and use them for classification. Below, we present a couple of representations and describe
their characteristics.

The first step in discovering representative patterns is to transform the documents
into a graph format for mining. Also, based on the domain knowledge, it is possible
to choose a representation that provides different emphasis for different domains. We
have proposed a graph representation scheme that can be used across the text, email
and web domains. This canonical representation is shown in Fig. 4.5. It is a star-graph
representation and consists of a central anchor or root vertex. The chosen words from
the document form the remaining vertices, along with edges that connect them to the

central root vertex with a descriptive edge label such as contains.

Figure 4.5 Canonical Graph Representation
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Figure 4.6 Emails Represented in the Canonical Graph Representation

The ability to label edges makes this simple representation quite effective if the
labels correspond to the various components of a document, email or web page. Figure
4.6 shows such a representation where the edge labels used are From, Subject, To, and
contains to differentiate between various significant components of an email. For email
classification, this scheme considers all the information in an email message, with each

word in the email connected to the central root vertex.

gro®

Figure 4.7 Graph Representation for the Email Domain
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Of course, other representations that use the components of an email explicitly can

be formulated. For example, if we want to give more emphasis to the header of an email,
then we can choose a representation to reflect that. The scheme in Fig. 4.7 corresponds to
the scheme specifically customized for representing emails as a graph. The representation
differentiates between the email headers and the contents of the email body. It was
devised to study classification using either headers only or all the information present in
the email message.

Web pages can also be represented in graph form. Shown in Fig. 4.8 is the rep-
resentation that takes into account the information represented by title of the page, the
hyperlinks that point to other pages and the information content represented by the page

text. We have considered hyperlinks, because they point to information sources relevant

to the current page.
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Figure 4.8 Graph Representation for the Web Domain
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Figure 4.9 Initial Representation for the Email Domain

During the process of determining the representation schemes that would capture
enough and appropriate information for classification, we also considered a number of
other alternatives, which led us to the schemes which we have eventually used to establish
the effectiveness of our approach. One of the representation schemes considered is shown
in Fig. 4.9. It shows each component of the email, except for the ‘From’ header at finer
levels of granularity. In the scheme eventually used for representation, the email is divided
into ‘Header’ and ‘Body’ components only, with the various header elements grouped
under a common ‘Header’ tag. The granularity at which we want to model the input can
be effectively controlled using the graph representation. A salient feature of our approach
is that the rest of the techniques used is independent of the representation. In other

words, the representation changes the type of representative substructures generated and

the overall approach remains the same.
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Once the documents have been represented in graph format, they can be mined for
representatives. The graphs corresponding to the documents in a class are input as a file
to the Subdue system. The input file consists of vertex and edge entries. Each vertex
entry associates a unique vertex id with every vertex label. Each entry corresponding to
an edge represents an undirected edge between a pair of vertices and the associated edge
label. The input file to the Subdue system corresponding to the representation in Fig.

4.6 is shown in figure 4.10.

v 1 Root

v 2 sharma@cse.uta.edu
v 3 manu@cse.uta.edu
v 4 abstract

v 5fina

v 6 draft

v 7 abstract

v 8 submit

ul?2From

ul3To

u 14 Subject
ul5contains

u 16 contains

ul7 contains

u 1 8 contains

Figure 4.10 Input Graph File

The discovery process is driven by certain parameters that are determined as a
part of the pre-processing and graph generation phase. As the discussion of parameters

warrants a detailed study they are covered fully in the next chapter.



CHAPTER 5
ESTABLISHING THE FOUNDATION OF INFOSIFT

The goal of the InfoSift system is to identify representative structures of a given
class of documents and use the same for classification. In order to achieve this, we have
to choose a number of input parameters for the Subdue algorithm to effect substructure
discovery (such as beam, threshold, etc.,). We believe that the class itself needs to be
used as a source for deriving these parameters as classes vary in their characteristics.
This way, the representative structures generated will be customized to a class and not
based on a fixed set of parameter values. To determine the representative structures
that best characterize a particular class, certain characteristics of the class need to be
derived. We need to identify the parameters that are important and then provide a way
for deriving them with substantiation. These parameters must be tunable and effective

for diverse document and class characteristics.

5.1 Impact of Class Characteristics

Not all classes exhibit similar properties; certain classes may be more dense as
compared to others and certain others may have larger document content providing
a greater amount of information for training the classifier. Also, in case of an email
hierarchy, emails in a particular folder may exhibit greater cohesion than those in other
folders, making it easier to determine the similarities among them. Due to constant
addition, deletion and movement of emails across folders, the folder contents change with
time. Hence, these and other class characteristics need to be quantified and specified

as input parameters to the Subdue discovery algorithm to ensure that the substructure
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discovery process is based on the traits of the class. If the discovery process is guided by
these parameters, the representative substructures generated are likely to better reflect
the contents of the class. Below, we discuss the key characteristics of classes that we
believe affect substructure discovery and how they can be mapped as parameters for the
same. These parameters have been used for performing extensive experiments to validate

our premise.

5.1.1 Average Document Size and Threshold

In the textual domain, it is hard to find instances that match exactly. For the
purpose of classification, it is important to be able to allow some flexibility in matching
instances that are alike and not merely exact. This leeway should be applicable both while
building a descriptor for the document class and while comparing an unknown sample
with the class contents. The matching of similar instances is carried out by the process of
inexact graph match in our work. With inexact graph match, instances of substructures
that differ slightly in their vertex or edge descriptions are considered alike. Inexact graph
matching is used for both pattern/substructure discovery and classification.

As discussed earlier, the threshold parameter determines the amount of inexact-
ness allowed during substructure discovery. During inexact graph match, threshold
determines the number of vertices and edges that vary among instances of the same

substructure. The actual number is determined by
(num of vertices + numof edges) x threshold (5.1)

Since each document in a class has a different size (even after pre-processing), the average
size of documents in a class is used as one of the characteristics of a class. We argue that
a low value of threshold allows for a significant amount of inexactness while comparing

substructure instances of documents that contain a large number of words. This is
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because, for a large document, even with a low threshold, the actual value as determined
by equation 5.1 will allow a reasonable amount of inexactness. This ensures that similar
substructures with slight variations are identified. For documents with relatively smaller
content and hence fewer vertices in the input graph representation, a larger value of
threshold is required for inexact match that allows the same proportion of variations as
in the former case. Using the size of the documents in a class, we can always determine
the amount of inexactness to allow for graph match. If the amount of inexactness to be
allowed in terms of the number of edge/vertex label variations is ‘i’, then the particular

value of threshold is obtained by

threshold =

(5.2)

avgs

where, avg, is the average size of the documents in the class

For example, say we wish to limit the variation in the vertex and edge descrip-
tions to a maximum of six differences ensuring that the matches preserve the bounds on
similarity. The above formula will then derive the right value of threshold taking into
account the size of the documents in the class. For smaller sized documents, the value of
threshold will be large as compared to that for larger sized documents. In any case, the
number of variations between instances will be capped at most at six.

Here, we have interpreted the average document size as a parameter that affects
pattern discovery and used it to derive the right value of threshold that allows for a
reasonable amount of variation and at the same time preserves the similarity between
substructure instances. It is also important to make sure that the value of 7 is not very
large allowing very dissimilar substructure instances to be grouped as identical. A value
of i more than 10 may not be appropriate even for a class with a large value of average

document size.
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5.1.2 Document & Class Size Vs Number of Substructures

The number of structures returned by Subdue as the set of best substructures
is limited by the parameter nsubs. To ensure that the representative set consists of
substructures that characterize the class, the number of substructures to be returned by
the discovery process has to be derived from the class characteristics. If the average size
of the documents in a class is large, then the number of subgraphs is also large. Similarly,
if there are a large number of documents in a class, there probably will be a large number
of substructure instances as well as substructures themselves, that characterize the class.
We have derived the number of substructures by using both the class size and the average
document size along with weights to emphasize each factor. The formula for the same is

given in the following equation
nsubs = wy X Cy + wy X avgs, wy > Wy (5.3)

where, C; is the size of the class and
wy is the weighting factor applied to the same
avgs is the average size of the documents in the class and

wo is the weight applied to the average document size

As evident, the effect of class size is pronounced with increased weight assignment
for the same. The particular numeric value for w; depends upon the size of the class under
consideration. Classes have been discriminated into small (less 60 documents), medium
(61 to 200) and large (greater than 200 documents) based on their sizes. We will now
discuss the rationale for determining the particular values of w; and wy depending on

class characteristics.
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5.1.2.1 Small-sized Classes

Since Subdue picks substructures based on their ability to compress the original
graph, for a small class, with fewer documents, large substructures despite their low
frequencies are picked as best substructures, because abstracting even their few instances
results in greater compression of the original graph. To ensure that comparatively smaller
sized repetitive substructures are picked, a large value of nsubs is required. Also, as
the average document size increases, the probability of an increase in the number of
substructures is higher. Therefore, taking into account the need for a large ‘nsubs’ with
a small class size and scaling it with increase in average document size, we arrive at the

following weights for w; and wy

nsubs = 1.25 x Cs 4+ 0.50 X avgs (5.4)

where, Cj is the size of the class and

avgs is the average size of the documents in the class

The weight w, is fixed at 0.50 for all average document sizes as the product term
scales with increase in average document size. These values have been determined based
on experimental observations. Similar weight measures specific to medium and large

sized classes have also been derived by experimentation.

5.1.2.2 Medium-sized Classes

For medium-sized classes, in our case those that have about 60-199 documents, it
is likely that repetitive substructures rather than isolated instances of long substructures
will be reported as best substructures. For the same reason, the value of nsubs can be
taken as a fraction of the class size and scaled with an increase in average document size,

leading to the formula given below:

nsubs = 0.90 x Cs + 0.50 x avgs (5.5)
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where, C; is the size of the class and

avgs is the average size of the documents in the class

5.1.2.3 Large-sized Classes

Classes that contain more than 200 documents are characterized as large. An in-
crease in class size thereafter will serve to increase substructure instances rather than the
number of substructures themselves. Any pattern that has to be reported as interesting
in such a large class will have to have a considerable frequency of occurrence. Therefore,
for such large-sized classes, the term corresponding to the same can be fixed at a constant
value irrespective of class size. In the computation of ‘nsubs’, the term corresponding
to the class size has been capped at 150, which we believe is a reasonable value. To
maintain consistency with the previous cases, the average document size can be scaled
as before. The equation for determining the number of substructures for large classes is
shown below:

nsubs = 150 + 0.50 x avg, (5.6)

where, C; is the size of the class and

avgs is the average size of the documents in the class

5.1.3 Beam Size

Beam determines the number of best substructures retained at the end of each
iteration of the discovery algorithm. The discussion regarding parameter ‘nsubs’ entailed
ensuring the value chosen for the number of substructures is optimal to cover the possible
set of substructures. While this is required, it is also important to ensure that the

interesting substructures discovered during each iteration of the discovery algorithm are
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available for further consideration. This can be effected by selecting the right value of
beam size.

The value of the beam chosen is in proportion to class size. Large sized classes
typically contain many patterns owing to the presence of a large number of documents.
For the email domain, accumulation of email in folders may lead to an increase in the
heterogeneity making it to hard to identify and associate definite patterns with the folder.
Hence, a relatively large value of beam is required to guarantee interesting substructure
discovery. A low value of beam will result in the loss of some interesting substructures
as they do not get a chance to be evaluated in subsequent iterations of the discovery
algorithm. Experiments employing beam sizes of 2, 4, 6, 8, 10 and 12 were performed on
the experimental classes. Depending upon class size, in almost all cases beam values of
12 worked well for large classes. For small and medium sized classes, beam values that
returned good results were 2 and 4 respectively. A larger value of beam for these classes
only leads to increased computation time and extra processing in terms of pruning the

unnecessary substructures.

5.1.4 Substructure Size Vs. Minsize

Consider the case of classifying emails into folders. Substructures that are common
across all emails (and across all folders) do not contribute to the classification process
as they provide no discriminating capability. For instance, a substructure that contains
information regarding only the sender and addressee of an email will not help in classi-
fication as emails with the same information may be classified into different folders. In
this case, it is important to have additional information to enable successful classification.
The representative substructures chosen should provide enough information for discrim-
inating amongst folders. The substructure size should be constrained above a minimum

to pick substructures that contain something more than a common ‘core’.
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Figure 5.1 Graph Representation for the Email Domain

From the graph representations of Fig 5.1 it can be inferred that the smallest sized
substructure will contain at least four vertices. These are the Email, Header, and at
least two among the ‘To’, ‘From’, ‘Sender’, ‘Cc’ address fields and the ‘Subject’ field
if all the other fields are different. Substructures smaller than this are common to all
emails within a folder and also across all folders. Therefore, the minimum size of the
substructures to be reported is constrained to be four. In fact, using a lower minimum
size may affect the classification adversely. This constraint needs to be determined from
the graph representation scheme employed.

Applying the same argument, for the representation in Fig. 5.2, the minimum
size of the substructure should be three. This ensures that substructures that are picked
have sizes greater than the size of substructures that are most likely to be common across
many email folders, and hence capable of discriminating between the same.

For the text and web domains too, it is important that the substructures chosen

are not very small in size. We have constrained the minimum size of the substructures to
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Figure 5.2 Emails Represented in the Canonical Graph Representation

be three for the reasons stated above. This constraint can be specified using the minsize

parameter that is input to the Subdue system.

5.2 Substructure Pruning

A large number of substructures are returned as part of the discovery process,
one alternative is to retain all of them. However, they are all not interesting from
the viewpoint of classification. Inexact graph match returns substructures similar to
others in terms of occurrence frequency and substructure size, while varying in one or
more vertex or edge descriptions. Retaining several substructures that have the same
frequency and size and vary only slightly in content (duplicates) will not contribute
towards classification especially when inexact match is used. It is therefore necessary
to prune this set of substructures to retain only those that are true representatives of a
class. This translates not only to savings in space but also a reduction in computation
during classification, as comparison with duplicates (as per our definition) is avoided.

As described, inexact graph match returns some substructures that are similar
to others in terms of occurrence frequency and substructure size, while varying in one

or more vertex or edge descriptions. To prune the possibly large set of substructures,
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only those that differ in frequency and size are retained. This ensures uniqueness of the
substructures. For instance, two substructures with six vertices each and different oc-
currence frequency are obviously different, as the same substructure will not be reported
twice with different frequencies of occurrence. Therefore, each substructure in the rep-
resentative set refers to a unique pattern that follows from the documents of the class
under consideration.

Since the discovery algorithm uses compression as a heuristic, it also identifies
certain large substructures that do not occur very frequently. This is due to the fact that
abstracting such isolated, but large-sized substructures greatly compresses the original
input graph. Hence, the discovery process returns such substructures as interesting, even
though they do not occur repetitively. These substructures do not significantly add to
the representative set primarily because they do not cover a substantial portion of the
class contents. Substructures with very low frequencies as compared to the class size are
therefore eliminated from consideration as potential representative substructures. The
representative set of substructures generated after pruning is then ranked and used for

classification.

5.3 Substructure Ranking

The representative substructures are ranked based on the frequency of occurrence,
average size of documents in the class under consideration and substructure size. Sub-
structures with sizes comparable to the average document size and which cover a reason-
able number of documents are preferred, as this signifies greater correlation with class
contents. The formula for rank takes into account the above and is computed using the
following equation

S 4

R, = 5.7
avgs fL 57)
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where, S is the size of the substructure
avgs is the average document size
fs is the occurrence frequency of the given substructure and

fr is the frequency of the most repeated substructure

The above formula, therefore assigns a higher value of rank to substructures that
not only cover a significant percentage of the input set, but also compare well with the
average size of the documents in the same. Relatively large sized frequent substructures
signify greater similarity among documents of a class. An incoming document that
matches a substructure with a high value of rank in class C; as compared to an average

ranked substructure in class Cy, is rightly classified to Cf.

5.4 Classification

The best n substructures that are chosen as representative substructures are ranked
as explained previously. Obviously, n varies with the class and average document size.
These ranked representative substructures are then used for classification. The unknown
sample is compared with the set of ranked representative substructures of all classes. As
with the generation of representative pattern subgraphs, inexact graph match is used for
comparing the unknown test sample with the predefined representative substructures.
The sample document is filed to the corresponding class if a match occurs. Since, the
representative substructures of each class are ranked, in case of multiple matches, the
test sample is filed to the class with the highest ranked substructure match signifying
higher correlation with the class contents.

We have therefore considered the parameters we believe affect substructure dis-
covery the most and provided means to derive them with substantiation. With this
discussion we now move onto some implementation aspects and present our findings in

the following chapter.



CHAPTER 6
EXPERIMENTAL EVALUATION

This chapter presents results of the extensive experimental analysis performed on
various document collections, email folders and web pages. The experimental results
reinforce our premise that terms in a class exhibit relationships and these patterns of
term occurrences can be learnt and later used for classification. The consistent perfor-
mance of the classifier across different textual domains and on varying class and docu-
ment characteristics establishes the applicability of our proposed approach for document
classification.

As we have considered the domains of text, emails, and web pages, the perfor-
mance of the classifier for each domain is presented in detail in a separate section. The
experimental setup and a brief description of the data set used is also provided. Before
we discuss the results of classification, a brief overview of the system implementation is

presented below.

6.1 Implementation

The InfoSift system is implemented in Perl. Perl has been chosen as the language
of choice, as it provides excellent support for text processing and manipulation. Since
the discovery algorithm is implemented in C, the choice of using an interpreted lan-
guage for developing the various modules does not slow down the overall performance
of the system. The modules for graph generation, substructure pruning, representative
set ranking and classification have been implemented in the prototype. The input to the

system consists of one or more document classes along with various parameters for graph
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generation and pattern discovery. The parameters are provided in the form of a configu-
ration file, which consists of a list of options such as the split for cross validation, choice
of graph representation, beam value and so on. The prototype pre-processes the classes,
generates graphs, computes the various parameters and invokes the discovery algorithm
for generating representative substructures. The generated output is pruned and ranked
for classification. The outcome along with a number of other values generated are logged
for further analysis.

In the implementation of the various modules, we have been able to optimize greatly
due to the use of Perl, which is inherently geared towards string processing and extraction.
The availability of pre-developed functions for many routine tasks and the ability to
handle complex data structures that have been utilized in the implementation justify its
use. In the discussion that ensues we will briefly describe some of the implementation

aspects of the various modules and set of configuration options used.

6.1.1 Configuration Parameters

The InfoSift system accepts parameters for different tasks in the form of a config-
uration file. We have provided options for various parameters such as choice of graph
representation scheme, randomized generation of training and test data sets, the option of
pruning the representative set and so on. Also, values of certain other parameters that are
important for substructure discovery are provided. In the case where certain parameters
are absent in the configuration specification, InfoSift uses default values for the same.
Besides the parameters specified in the configuration settings, there are various other
parameters that affect substructure discovery and are derived as part of pre-processing
and graph generation. Listed below is the set of configuration file options for various

parameters.
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. Document Class: The name of the document class or email folder that is used
to train the classifier.

. Log File: The file name to log the results of processing and classification for the
specified class. The logged information includes the values of the various param-
eters used for classification, the running times for each processing step, such as
graph generation, substructure discovery, pruning and so on. It also includes infor-
mation regarding the substructures matched during classification, along with the
corresponding rank information. In case the log file name is not specified in the
configuration file, a default name derived from the class name and other attributes
is used.

. Training Test Set Split: The document classes provide information for training
the classifier. The percentage of the class sample to be used for training can be
supplied to the InfoSift system by specifying the split ratio in the configuration
file. For our experiments, we have used training and test splits of 80:20 and 60:40
i.e., either 80% or 60% of the sample documents in a class are used to build the
classifier and the remaining 20% or 40% are used for classification.

. Random/Sequential Generation: This parameter specifies whether the set used
for training and testing is to be generated randomly from the class or in the case of
sequential generation of the test and training set, the first n% are used for training
and the remaining for classification.

. Seed: In case of random generation of the training and test data for classification,
a seed value can be provided for the randomized generation. If left unspecified, the
system supplies a seed for the generation process. This is needed for repeating the
experiment with the same pseudo-random sequence.

. Feature Set Size: The top f% of the features to be selected during the pre-

processing of the folder contents can be specified using this parameter.
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7. Graph Representation: We have proposed various graph representation schemes
for different domains. The choice of graph representation is input to the system
using the option for the scheme in the configuration file.

8. Graph File: The graph corresponding to the training samples in a class are output
by the graph generator to the specified output file. If the parameter is left undefined
in the configuration, a default file name is used.

9. Subdue Output File: This parameter specifies the output file that stores the
results of the pattern discovery process. As in the above case, a default value is
used if the parameter is not specified.

10. Threshold: For inexact graph match, the amount of inexactness permissible is
controlled by the threshold parameter. This can be specified in the configuration
file, else value for the threshold is calculated as explained by the equation 5.1 in
chapter 5.

11. Minsize: The minimum size of the substructures output by the discovery process
can be constrained above a certain value. The minsize parameter in the configura-
tion is used for the same.

12. Beam: The value for beam is specified using this parameter. In case the parameter
is left unspecified, a small beam is used for small-sized classes and a large value
of beam is used for large sized classes. The exact value is derived once the class
statistics are collected upon graph generation.

13. Prune: This parameter can be turned on or off depending upon whether the output
of the discovery process needs to be pruned or used as is for classification.

The above are the parameters that can be specified to the InfoSift system. We
think they cover a range of issues we have addressed as part of the thesis, including
the various application domains represented by the different graph formats, the various

parameters for guided discovery, the size of the feature set for classification and so on.
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With this overview of the configuration settings, we can move onto the details of graph

generation and the implementation issues involved.

6.1.2 Graph Generation

The documents in a class form the training samples used to derive the represen-
tative substructures of a class. The graph generator that has been developed is capable
of generating graphs for various text domains addressed in this thesis. For processing
emails, the perl packages Mail::Internet and Mail::Address are used to extract relevant
information from the headers and the body of an email message. The HTML::TokeParser
package has been used for processing web pages and deriving the necessary information
from the various HTML tag elements. In our case, we are interested in the informa-
tion present in the title and the body of the page, along with the text contained in the
hyperlinks.

We have used an associative array (or hash) structure to store the term-frequency
pairs. The documents that from the training set are used to construct a global hash of
term occurrences across all documents. This set of terms is pruned depending upon the
percentage of the feature set that is to be retained. During the construction of the graphs
for sample documents, only those terms in the document that also occur in the global hash
of all frequent terms are retained. The graph is then constructed in the format chosen for
representation. As part of the graph generation process, class statistics corresponding to

the class size and average document size are logged for use during pattern discovery.

6.1.3 Substructure Discovery
The process of pattern discovery is carried out by the Subdue substructure discovery
system. The InfoSift system invokes the discovery algorithm and supplies parameters

for the same. In the previous chapter we have discussed in detail the effect of various
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class and document characteristics, and have derived a means of quantifying them in
a way that can be used to influence the discovery of substructures. The output of the
system is written to a file, which is processed to prune substructures and generate the

representatives of the class under consideration.

6.1.4 Representative Pruning & Ranking

To derive the true representatives of a class, we compare substructures to eliminate
those that are similar in terms of substructure size and frequency and differ only in their
description of an edge or vertex. The InfoSift system analyzes the output generated
by Subdue to mark a substructure and discount all others that correspond to it as per
our definition of similarity, until it encounters another that differs in either of the afore-
mentioned characteristics. In addition, certain large-sized substructures that are highly
infrequent are pruned as well. This is performed for large classes (which contain over 200
documents), where substructures that occur only once or twice are eliminated as they do
not aid the classification process.

The pruned substructures are ranked as described by equation 5.7. The represen-
tatives are stored in separate files and information regarding the ranked representatives
is dumped into a file to be used during classification. The Data::Dumper module is used
to save the information in the form of a hash data structure. The representatives are
ordered based on rank and there may be several representatives with the same value of
rank. For each unique rank (which is the key for the hash), information regarding all
the representatives (the name of the representative file) that corresponds to that rank,
along with the size and frequency of the representatives is stored. During classification,
the InfoSift system reads the information contained within the file and the compares
the test sample with the representatives in order of rank. Once a match is found, the

system stops further comparison with representatives for the corresponding class. In case
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of multiple matches, the ranks of the matched representatives are used to determine the

destination class for the sample.

6.2 Experimental Analysis

With the important implementation details outlined, we can now look at the clas-
sification results for the various domains. All experiments have been carried out on
Pentium Xeon 2.66 Ghz dual processor machines with 2GB memory. Extensive exper-
iments on a large number of classes with diverse characteristics (i.e., different average
document size, dense, sparse classes, homogeneous and heterogeneous email folders and
so on) have been carried out to study the effect of the various parameters on classification.
Since each domain presents issues that are unique to it, we will consider the discussion

for each domain separately.

6.2.1 Text Classification

The results for text classification are presented in this section. For the experimental
analysis, we have used the Reuters-21578 corpus, which is a benchmark corpus for text
categorization tasks. The corpus consists of news articles from various categories, with
multiple category assignments for many documents. The category distribution of the
corpus is skewed with a majority of the categories containing few documents to a few
containing thousands of documents. Also, there are documents in the corpus that are
unlabelled which have not been considered for our experimental analysis. The resulting
set of over 13000 documents corresponding to 60 topic categories has been used for
training and testing purposes.

A number of experiments have been performed to determine the viability of the
proposed approach and to study the effect of various class and document characteristics

on classification. We have performed extensive experiments using a training and test set
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split of 80:20. The metric used for evaluation is accuracy, which is defined as the ratio of
the number of correct category assignments to the number of documents to be classified.
The performance of the InfoSift system is also compared with the probabilistic naive
Bayesian classifier, implemented in the Bow library developed by Andrew McCallum !.

Each of the experimental results are now considered in detail.

6.2.1.1 InfoSift Vs Naive Bayes

The results of comparison with the naive Bayesian probabilistic classifier is pre-
sented in Fig. 6.1. The classification accuracy of InfoSift is consistently better than the

Bayesian classifier, with the exception of the two large sized classes in the training set.

InfoSift Vs. Naive Bayes —e— Naive Bayes
—o— InfoSift

Classification Accuracy
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Training set size of classes

Figure 6.1 InfoSift Vs Naive Bayes

The classifier performs well for small and medium sized classes. The reason for a reduced

accuracy in case of large classes needs to be studied, but a possible explanation can be

!The Bow library is publicly available at cmu via http://cs.cmu.edu/mccallum/bow /.
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the relatively smaller beam value (of 12) used for experimentation. With a larger beam, a
greater number of potential substructures can be given a chance for discovery. These will
probably provide enough coverage for the contents of the class and lead to an increase in

classification accuracy.

6.2.1.2 Inexact Vs. Exact Graph Match

We believe the ability to match similar instances, while making allowances for
small variations is extremely important for most classification tasks. This is especially
true for the textual domain, where exact matches are hard to find. To this end, we have
performed experiments to study classification using exact and inexact graph match. The

results are shown in the plot of Fig. 6.2.
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Figure 6.2 Inexact Vs Exact Match

Our conjecture has been proved right by the experimental results, as inexact graph

match does indeed perform better than exact graph match. But the difference in classi-
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Inexact Vs. Exact Graph Match
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Figure 6.3 Inexact Vs Exact Match for Medium and Large Classes

fication is not sizeable; in fact for classes that have a large number of documents in the
training set, the classification due to exact and inexact match is almost equal. The plot
of Fig. 6.3 will make this clearer. In the figure, the results of classification for categories
that contain more than 50 documents in the training set are shown. It is clear that both
exact as well as inexact graph match perform equally well, though the later is slightly
better. For topic categories that contain fewer than 65 documents, the results of classi-
fication are shown in Fig. 6.4. Here it is clear that in the absence of large training data,
inexact graph match does significantly better than exact graph match. This is due to the
fact that inexact graph match is able to group similar instances that vary slightly. This
ability is more pronounced in the case of small classes, since the possibility of finding

instances that match exactly is rare.
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Figure 6.4 Inexact Vs Exact Match for Small Classes

6.2.1.3 Effect of Feature Set Size

Experiments were conducted to study the effect of the size of the vocabulary or the
feature set size on classification. The technique for feature extraction has been dealt with
in detail in the previous chapters. We have used three different sizes of the feature set by
extracting the top 80%, 60% and 40% of the most frequent terms across documents in a
category and used them to construct the document graph for the samples. The graph is
constructed by selecting only those terms in the samples that appear in the frequent set.
The results of classification are shown in Fig. 6.5

It is expected that the presence of a large number of features will result in better
classification, along with a decrease in accuracy with a reduction in feature set size. How-
ever, the results of our experiment with different features sizes exhibit good classification
accuracy even for small feature sizes. Of course, in a few cases the results are lower than
the those obtained with a large value of the feature set size (top 80%), but it is only to

be expected. Overall, the reduction in feature set size does not reduce the classification
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Effect of Feature Set Size
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Figure 6.5 Effect of Feature Set Size

accuracy significantly. This makes a strong case for the mechanism of feature extrac-
tion employed and justifies the adaptation of the mining technique to be able to discern
patterns even when fewer attributes are available for interpretation.

With these experiments conducted on the text corpus we are able to make claims
that our approach compares and even outperforms a conventional text classifier in some
cases. The performance of the system is consistent irrespective of the training set size and
the size of the features used to train the classifier. As suggested earlier, the use of inexact
graph matching as opposed to exact graph matching also yields better classification
results. With the knowledge of these results, we will now move on to describe our results

for the domain of email classification.

6.2.2 Email Classification
Though text classification techniques have been applied to the problem of email

classification, certain features of the domain present challenges for any classification tech-
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nique. We have outlined many of these inherent challenges in chapter 1. Any technique
that aims at automating the task of email classification must take into account these
challenges and work around them. The classifier must perform consistently irrespective
of the size of email folder, the size of emails within the folder, nature of the email mes-
sages and whether or not they conform to a single theme within a folder. We now present
the results of classification for the email domain.

We have used several distinct folders whose total size varies from 10 to 470 odd
emails to ascertain that the classification is not specific to a particular folder or a partic-
ular size of the folder. In addition, these folders were selected from public listserv’s and
personal emails to provide diversity in the way they have been classified by humans. The
metric for evaluation, accuracy is defined as the number of emails correctly classified to

the number of emails to be classified.

6.2.2.1 InfoSift Vs. Naive Bayes

The performance of the InfoSift system is compared with the probabilistic naive
Bayesian classifier as before.  The performance of InfoSift is consistent irrespective of
the size of the email folder. It performs well for large sized folders that have heterogenous
content as well for spare folders. The Bayesian classifier compares poorly and produces
many false positives. In cases where naive Bayes performs better, it is only marginally
better. One of the remarkable features of InfoSift is the presence of a very low rate
of false positives. As is evident from the plot of the Fig. 6.6, InfoSift performs much
better than naive Bayes. InfoSift was consistent in classifying incoming emails, but
naive Bayes was unable to classify even a single email for many input folders.

Naive Bayes assigns probabilities to word occurrences. Terms that are common to
many folders and have a higher weight assignment in one folder will outweigh the others

during classification leading to wrong results. InfoSift on the other hand, identifies



70

InfoSift Vs. Naive Bayes —e— Naive Bayes
—o— InfoSift

100 - o
90 - T\F 4
80 -

70 4

60 -

50 4

40 4

30 4

20 4

10 4
0 . . . . .

0 100 200 300 400 500

Classification Accuracy

Size of Email Folders

Figure 6.6 InfoSift Vs Naive Bayes

patterns of word occurrences and avoids this problem. As observed in the case of text
classification, naive Bayes performs slightly better than InfoSift for the largest sized email

folder. As before, we believe, use of a higher beam value will improve classification.

6.2.2.2 Exact Graph Match Vs Inexact Graph Match

As we have earlier observed in the case of text classification, inexact graph performs
better as compared to exact graph match. The ability do so may be more pronounced in
the email domain, mostly because emails do not correspond to a set vocabulary and the
information content of emails is relatively low as compared to documents. Therefore, it
is very hard to find exact pattern matches and the ability to inexactly match instances
becomes significant. Experiments were conducted to study classification using exact and
inexact graph match and the results of the classification are shown in Fig. 6.7.

Exact graph match works well with fairly good classification accuracy. Inexact

graph match improves upon the classification as is evident from the graph. For sparse
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Figure 6.7 Exact Graph Match Vs Inexact Graph Match

folders, usage of inexact graph match enabled successful classification of test emails as
opposed to exact match, which did not do well on sparse folders. This reinforces our
argument for using inexact graph match to better classification accuracy. In addition,
inexact graph match also worked well for large sized folders. Despite heterogeneous
email content, inexact graph match is capable of grouping substructure instances that
vary within specified bounds. This differs from exact match, which groups instances that

are identical, something that is hard to come by in large folders with diverse content.

6.2.2.3 Classification Accuracy Vs Folder Size

The InfoSift classifier works well on folders of all sizes. Even with an increase
in folder size, leading to an increase in the heterogeneity of a folder, the classification
accuracy remains good as shown in the graph of Fig. 6.8. This experiment was conducted

on the same folder by adding emails to increase the size of the folder.



72

Classification Accuracy Vs Folder Size
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Figure 6.8 Folder Size Vs Classification Accuracy

An increase in training size is reflected as a variation in folder characteristics: folder
size and average email size. The computation of these parameters and their subsequent
interpretation in determining the parameters for substructure discovery ensures that the
representative structures returned cover a significant amount of the similarities present
in a folder. Heterogeneity of the folder contents with accumulation of email therefore
does not pose a problem. The same argument is true with a shrinking of folder contents.
In essence, since the representative similarities of a folder are derived from the folder
characteristics themselves, any change in the folder contents will lead to a corresponding
change in the representative set. Hence, our approach ensures that during classification
the representative set used characterizes the current folder contents.

This is also seen in the plot of Fig. 6.9, where the results of classification using two
different splits of the training set are shown. The classifier is trained on 80/60 percent
of the emails and the remaining 20/40 percent are used for classification. From the
graph it is evident that decrease or increase in training set size does not adversely affect

classification accuracy and the performance of InfoSift remains consistent.
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Figure 6.9 Effect of Training Set Size

6.2.2.4 Classification with Email Headers

Intuitively, many users classify emails based on header information and the infor-
mation contained within the body serves to augment that contained in the headers and
can be used to refine the classification. Experiments were conducted to compare classifi-
cation using the information contained only in the email headers versus the information
contained both in the message body and the email headers. Our experiments reveal a
fair amount of classification using information present only in the email headers as can
be seen in the Fig. 6.10.

While the classification using headers is fair in this case, it might not be true in
general. For instance, if the correspondence of a user is from a limited clientele, but
covers a range of issues, classification with the information contained within the header
may not be sufficient by itself to enable good classification. We therefore deduce that
information within the body is required to correctly classify emails in a majority of cases.

Since some of the folders are classified better with header information only, additional
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Figure 6.10 Classification with Email Headers

analysis and research is required to decide whether a folder can be analyzed to predict if

only the header or both header and body should be used for classification.

6.2.2.5 Effect of Feature Set Size

As explained earlier, the terms that comprise the email graphs are chosen from the
top ‘f’% of the sum of all term frequencies in a folder. Experiments have been carried
out with three different values of f as shown in Fig. 6.11. As in the case of the results
obtained for text classification, which varied only slightly for different feature set sizes,
a similar observation was noted in the case of email classification.

In the case where the feature set used to construct the email graph comprised of the
top 80% of the frequent set, the classification was consistently good. When the topmost
60% of the words that comprised the frequent set were chosen, the classification was
better for some folders and lower for a few. Yet again, as in the case of text classification,

the variation was observed more in the case of small and medium-sized folders. The
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Figure 6.11 Effect of Feature Set Size

increase in classification accuracy can be attributed to the removal of noise in the form
of irrelevant features. Feature sets comprising the top 80% and 90% performed similarly.

With the above experimental results in hand, we are now ready to draw conclusions
from the performance of the InfoSift system for the email domain. The performance
of the system was good for a variety of folder and email characteristics. The classifier
performed well in the absence of a large training set and exhibited good classification
accuracy even with an increase in folder size. This scenario is very different from that for
general text, wherein any addition to the training set of a topic category provides more
attributes that aid in classification. The same is not true for emails simply because there
might not be a well-defined topic or theme associated with a folder. Correspondence
may change over time and emails in the folder may not exhibit significant similarities
with others. InfoSift was up to the challenge and returned good classification for large-
sized folders due to its ability to discover associations and allow some leeway both while

grouping instances and also during classification.
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The performance of the classifier with a reduced feature set was comparable to
the classification obtained using a larger feature set. This is important to enable good
classification for folders where the information content of the emails is limited. In sum-
mary, the performance of InfoSift is consistent over various folder and email traits and
again we are able to validate our premise for the adaptation of mining techniques for

classification.

6.2.3 Web Page Classification

The performance of the InfoSift system for web page classification is presented
here. For the experimental evaluation, we have conducted experiments on two different
web collections called the J-Series and K-Series?. The J-Series consists of 185 documents
belonging to 10 different categories affirmative action, business capital, information sys-
tems, electronic commerce, intellectual property, employee rights, materials processing,
personnel management, manufacturing systems and industrial partnerships.

The K-Series consists of 2,340 documents that belong to 20 categories such as
Sports, Politics, art, music and so on. Out of these we have used a subset of 850
documents for experimental evaluation. Accuracy is defined as the number of correct

category assignments to the number of documents to be classified.

6.2.3.1 J-Corpus:

The results of the experiment using the J-Corpus are presented below. Extensive
experiments were conducted to determine the performance of the classifier. From the
plot of Fig. 6.12, it can be observed that InfoStift provided consistent classification

across most categories.

2The data sets are available at ftp://cs.umn.edu/users/boley /PDDPdata/
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Figure 6.12 Performance of InfoSift for the J-Corpus

Different sizes of the feature set (top 80%, 60% and 50%) were used to observe their
effect on classification. The results corresponding to the different sizes of the feature set
are comparable in almost all cases, but there was a notable exception, for the category IP
where the classification was very low. The possible explanation after review is attributed
to the large size of the feature set even when the top 50% of the set was selected. We
believe that the presence of a large number of features contributed to the noise and the
system was unable to learn the relevant information. We believe that with a further
reduced feature set, the classification can be improved.

Experiments were also performed to compare the performance of the classifier for
exact and inexact graph match. The results of the classification are shown in Fig. 6.13.
The performance due to inexact graph match is significantly better justifying its use both

while learning patterns and during classification.
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Figure 6.13 Inexact Vs Exact Graph Match for the J-Corpus

6.2.3.2 K-Corpus:

Extensive experiments on the K-Corpus were conducted to observe the performance
of the classifier. The performance of classifier was better for large categories, where the
classification accuracy was consistently above 80% as compared to its performance on
small sized categories. We attribute this to the sparse training data, due to which the
classifier was unable to learn relevant features. The results of the experiments carried
out to study the effect of various feature set sizes are shown in Fig. 6.14.

For all nine categories containing more than 60 training samples, the performance
of the classifier is consistently good. While the performance of the classifier for different
sizes of the feature set is similar, there are a few notable exceptions. For some categories,
the classifier performance was low when the feature set size was small. Yet again, as
is evident from the figure there was no classification for one category when the feature
space was large. The reason for this observation can be attributed to the fact that the

presence of a large number of features contributed as noise and the classifier was unable
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Figure 6.14 Performance of InfoSift for the K-Corpus

to extract relevant patterns. Experiments were also conducted to study the classification
due to exact and inexact graph match. The results of the experiments are shown in the
plot of Fig. 6.15. As anticipated, the performance of inexact graph match was better
than exact graph match.

In summary, we have carried out exhaustive experiments across various domains
and presented the results of our findings. The consistent performance of the classifier
has validated our expectation about the feasibility of the proposed novel approach for

various types of documents such as text, email and web pages.
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CHAPTER 7
CONCLUSIONS AND FUTURE WORK

In this thesis, we have proposed an innovative approach for document classification
that adapts graph mining techniques actually developed for a different purpose. We have
developed a framework and its components that allows us to classify various types of
documents (text, email, and web pages) by fine-tuning the representation for the same
framework. We have developed a prototype that automates the task of classification.
Our premise that patterns in a class of documents or within emails of a folder can
be learnt and later used for classification is justified by the ability of the prototype to
indeed discern patterns of word associations and provide good classification for various
class and document characteristics. The proposed approach overcomes the limitation of
conventional techniques that cannot take into account the location of a term and the
dependencies of terms or the relationships exhibited by term occurrences.

We have developed the classifier to work with various textual domains and have
provided a well-rounded adaptation of graph mining for document classification tasks.
The feasibility of the novel graph mining based approach for classification has been estab-
lished by the consistent performance of the classifier over the different textual domains.
Various parameters that affect classification have been identified and analyzed in detail.
The results of the exhaustive experiments that were carried out validate the effectiveness
of our approach under diverse learning conditions.

We have proposed different graph representation schemes for the domains of text,
email and web pages that incorporate useful domain information for classifying unknown

samples. The technique for feature selection captures information that aids classification

81
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even when less data is available for training purposes. With the work presented in the
thesis, we have developed the underpinnings of the usage of graph mining techniques for
the task of classification, not merely limited to text.

Although the performance of the classifier system is good, more work needs to be
carried out to indeed make it robust for all operating conditions. Some of the enhance-
ments that can be carried out are outlined in the following discussion.

Though the Subdue system used for substructure discovery performs well, it is not
directly suited to the task of classification and has to be tuned to do so. For instance,
it may be useful in the case of web page classification to attach a greater significance to
terms that appear in the title of a web page. At present there is no means to differentially
weigh the parts of a graph and attach a higher significance to matches that correspond
to terms that are accorded higher weights. Also, Subdue provides a ‘setcover’ evaluation
metric for determining repetitive substructures in the input graph, the performance of
this evaluation scheme needs to be studied.

For email classification, the adaptation of the classifier to a change in folder and
email characteristics is critical for achieving good classification accuracy. In the current
implementation, incremental learning is not performed. This is necessary for the email
domain, as new emails are added to a folder resulting in a change in folder characteristics.
The experiments have been conducted in a static setup, but it is extremely important for
any email classification system to be able to dynamically adapt to changing conditions.
We propose three options for incremental learning (we do not of course, negate the
possibility of other schemes):

e Batch Learning: The representatives of folder are recomputed after every ‘n’
new deletions or additions to a folder.
e Selective Learning: Rather than recomputing the representatives, only those

that correspond to the new emails are computed and added to the set of current
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representatives. This may involve updating the ranks of certain representatives

that are already part of the set and so on.

e Mail Aging: To adapt to changing email characteristics, it may be necessary to
discount emails in a folder that are old (much like weighted average, where the
effect of new emails is given more weight as compared to others that have been in
the folder for long). The representative set can be derived using the most recent
emails and a sample of the older emails.

A comparison of the current scheme for feature extraction with conventional tech-
niques such as information gain and Chi-square needs to be performed. An improvement
in classification with these techniques must be analyzed to better the current scheme
or consider the use of other techniques for feature extraction. Also, the comparison of
the system with classifiers besides naive Bayes will reveal useful insights into the further
enhancements required to better classification. The future work also includes the devel-
opment of a graphical user interface for the email classifier to be coupled with an email
agent.

Performance of classifiers is also an important factor. This thesis addressed func-
tionality and feasibility issues. Historically, graph-based techniques have scalability issues
and the use of inexact match adds to this problem. This aspect needs to be investigated
to make this approach useable in real-world situations.

While this thesis establishes a framework for classification using graph mining for
text classification, other application domains have to be researched. For instance, the
technique can be applied to the patent database to determine if a new patent already
exists within the database. The graph corresponding to each of the categories can be
constructed from the description of the patents. Patterns of term occurrences can be
learnt and when a new patent is applied, it can be matched against the previously learnt

patents to determine if it is already present in the patent database.
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In conclusion, we believe the adaptation of graph mining techniques for classifica-
tion is effective and opens up new possibilities and a research direction that is novel and

different from contemporary classification techniques.
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