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ABSTRA CT

INFOFILTER: COMPLEX PATTERN SPECIFICATION AND
DETECTION OVER TEXT STREAMS

Publication No. ___

Laali Elkhalifa, M.S.
The University of Texasat Arlington, 2004

Supervising Professor: SharmaChakravarthy

Information Itering dealswith monitoring text streamsto detect patterns that are
more complexthan thosehandledby seart engines.Text streammonitoring and pattern
detection have far reading applicationssud astracking information o w amongterrorist
outts, web parertal cortrol, cortinuous monitoring of rival web sites in e-commerce,
and so forth. InfoFilter, a content-based information Itering system preseted in this
thesis, detectscomplexpatterns in text streamsthat include but are not limited to news
feed,email, web pagesand caption text from streamingvideos. Pattern characterization
requiremens of many applications entail an expressie languagefor specifying patterns
than what is currently provided by Information Retrieval Query LanguageqIRQLS). In
essencepattern speci cation and detection play a major role in information Itering. In
this thesis, we descrike InfoFilter, which allows usersto specify complex patterns sut
as sequetial or structural patterns, wild cards, word frequencies,proximity, Boolean

operators and synoryms using the proposedPattern Speci cation LanguagePsncop and

Vi



to detect thesepatterns e cien tly usingthe data ow paradigm over Pattern Detection

Graphs (PDGSs).
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CHAPTER 1
INTR ODUCTION

The recert advancemets in computer technologieshave led to a digitized world
with increasingamourt of online information. Consequetly, usersoften nd themsehes
swamped with colossalamourt of information while retrieving task relevant data. Con-
sider a newsanalyst who subscribesto an online news-feedn order to perform analysis
for an interesting topic, a salesrepresemative who receives email orders for di erent
products, a federalagernt who monitors terrorist information correspndence,etc. In all
of the above scenariosjnformation overloadingis very likely and henceis consideredas

a crucial problem and hasbeenaddressedn diverseways.

1.1 Information Filtering

Information Itering is the processof extracting relevant or useful portions of in-
formation/do cumerts from large data repositoriesor cortinuous streamsof textual data
basedon relatively static user patterns (or queries). In this process,expressienessof
pattern (or query) speci cation by a userand its detection play a signi cant role. Typi-
cally, a userpro le in the form of one or more patterns is createdand submitted to the
system, and patterns in sud a pro le are then comparedto the incoming text streams
for Itering. Thesepatterns canbe simple, sud asthe detection of individual keywords,
or complex, sud as multiple sequetial occurrencesof words or patterns. In order to
extract usefulor meaningfulinformation, the userneedsto have the exibilit y to specify

complex patterns using an expressie pattern speci cation language.
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Current information Itering systemscanbe classi edinto content-based/cognitive
Itering and sccial/collaborative Itering systems. Content-based systems Iter docu-
merts/text streamsbasedon their cortent or characteristics. These characteristics can
be the presenceor absenceof a given keyword, a phrase,or a particular word sequence.
A number of cortent-based systemshave beendeweloped; theseinclude the SIFT [1] in-
formation systemimplemerted at Stanford, the Information Lens[2] systemfrom MIT,
SCISOR[3]from GE Researb and Dewvelopmen Certer and InfoScope [2] from University
of Colorado. In Collaborative ltering, documerts are Itered basedon the recommen-
dations or annotations of a number of userswho sharecommoninterests. Systemsusing
collaborative Itering includesthe Tapestry [2] developed at the University of Minnesota,

and the MAXIMS [4] dewloped at the MIT Media Lab Autonomous Agents Group.

1.2 Information Retriev al

Analogousto information Itering, information retrieval [5][6][7]is the processof ex-
tracting relevant or usefulportions of text from a relatively static collection of documerts
basedon a stream of incoming userpatterns or queries. In information retrieval systems,
user queries are speci ed using Information Retrieval Query Languages(IRQLS) [5].
Basedon the similarity betweeninformation Itering and information retrieval, most of
the existing Itering tools sud as personalizedinformation Itering systemsuselRQLs
for userquery speci cation. In addition, traditional information retrieval techniquessud
asvector spacemodel [7] are usedfor matching queriesagainstincoming text to extract

the relevant documerts.

1.2.1 Information Retriev al Query Languages (IR QLS)
A userwho is interestedin documerts that discussesnformation Itering provides

a set of keywords sud as \information" . It would be likely that the Itering system
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would retrieve the documerts that cortain \information” , but those documerts might
not be relevant exceptthat they have the keyword \information” . Thus, many e orts
have beendedicatedto provide someenhancemets to the existing query languages,so
that the userscan provide more meaningful patterns (or queries). The main focus of
IRQLs is to exploit the cortent and structure of text. The most widely used query

languagesare keyword-basedquery languages.

1.2.1.1 Keyw ord-Based Queries

Keyword-basedqueries[5] are widely usedby most ltering systemsbecausehey
are characterized as simple, and easyto use. A query can be in the form of a single
word, multiple words or a group of words linked together using someoperators sud as
the convertional Booleanoperators. Here are few examplesof sud queries:

Single-Word Queries- Singleword queriesare consideredto be the simplest form

of keyword-basedqueries. Typically, a singleword sud as\bomb" is de ned asa

sequenceof letters enclosedby separatorsto form a word. A documert/piece of
text is consideredrelevant to a query if it contains the speci ed word.

Context Queries- In context queries,userscan specify proximal words, (i.e., words

that appear closerto eat other providing a sematic meaning). Typically, corntext

gueriescan be of two types: phrase-basedr proximity-based. A phraseis a se-
guenceof words, for example\gr aduation deadline”. On the other hand, proximity
query is a exible form of the phrasequery. It allows speci cation of a maximum
distance between words. A query consisting of two keywords \graduation" and

\deadline" appearing within ten words (at most) of ead other, could match the

text \Applic ation for graduation shouldbe submitted before the deadline ."

Boolean Queries- The most popular form of IRQLs is the Boolean queries. In

Booleanqueries,userscan specify a set of keywords or phrasesas operandslinked
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together using Boolean operators AND, OR, and NOT. The functionality of the

commonBoolean operators are as follows:
{ AND - It allows selectionof documerns/pieces of text that satisfy both the
operandsof AND asin (\information” AND \ ltering" ).
{ OR - It selectsthe documeris/piecesof text that satisfy either of the operands
asin (\information” OR \text" ).
{ NOT - It selectsdocumerns/pieces of text that do not cortain the operand
within a documert sud as (NOT \audio").
Booleanqueriesare represeted by query syrtax treessincethe results of the oper-
ators can be composedover the results of other queries. In the query syntax tree,
the leavesof the tree correspnd to the words and internal nodesto the operators.
Natural Language- Natural Languagequeriesasusedin information retrieval are a
combination of Booleanqueriesand cortext queries. It is expressedisinga number
of words and phrases. There are no syrtax rules or corventions restricting the
userspeci cation. For example,given the query \What is the di er ence between
information  retrieval and information Itering ?", the systemextracts the
noun phrases.If any number of theseextracted words appear separatelyor together
in the text, the documert/text is retrieved. As noted, noun phrasesconstitute
the context queries(proximity) and the partial matching of the words models the
Boolean operators. In other words, \di er ene@" OR/AND \information ltering"

OR/AND \information retrieval".

1.2.1.2 Pattern Matc hing Queries

Pattern matching queriesare usedto retrieve portions of text that match a speci ed
pattern. In this type of a query, the pattern is comprisedof syntactic featuresthat must

occur in a text. Most widely usedpatterns include the following:



Words - a string that correspndsto a word in the text sud as\ Itering" .

Pre xes - a string that forms a beginning of a word as in the query (STARTS
\info") that matcheswords sud as\info rmation”, \info rmed", \info rmative”,
etc.

Su xes - a string that appear at the end of a word asin the query (ENDS \tion")
that matches\informa tion ".

Substrings- a string that appearswithin aword asin the query (CONTAINS \tal")
that matches\metal lic", \r evital ize", etc.

Ranges- a pair of strings that match any word that appears lexicographically
betweenthem. For example,a range between\held" and \hold" matches\ help",
and \ hissing ".

Regular expression Userscan specify patterns that have certain properties using
operatorssud asunion(j), concatenationand repetition(*). For instance,the query
\comp(uterjliance)" matcheswords like \computer" and \compliane".

Extended pattern - Regularexpressionsare extendedallowing the useof wild-cards
that match any word that starts and endswith speci ed strings. For instance, the

guery \info*tion" matchesthe word \info rmation ".

1.2.1.3 Structural Queries

Structural queriesincorporate the structural constrairts. They include structural
information of the text, sud as the title eld of a web page. Structural queriesare
restricted to basic queriessud aswords, phrasesand patterns. For example,the query
\commenement”" WITHIN TITLE FIELD, retrievesweb pages/dacumerts that hasthe
word \commenement" in the TITLE. In structural queries, Boolean queriescan be

constructed on top of structural constrairns.



1.3 Problem Statemen 't

This thesisis motivated by seeral obsenations on the expressienessof patterns
and the patterns that cannot be currertly speci ed although they are neededin many
applications. As obsened from the characteristicsof the query languagesproposedin the
literature, it can be surmisedthat query languagessupport single-word, Boolean, con-
text, natural language,pattern matching and structural queries,and their compositions
in arestricted way. Typically, a simpleuserpattern cortains only a keyword (e.g.,\infor-
mation"). In Booleanqueries,a simple pattern canbe linked with other simple patterns
using AND, OR, and NOT operators. Thus, a composite pattern like \information AND
Itering" canbe speci ed and detectedover a text stream. Basically, in context queries,
a usercan only specify a set of keywords that co-occur with another keyword. Context
gueriescan be usedto detect patterns sud as\information” NEAR \ltering" WITHIN
100 WORDS (i.e., words \information" and \ Itering" occurring within a distance of
100words irrespective of the order). Howewver, complexcomposition of Boolean, context,
and someother queriesin IRQLs are not supported. For example, an ertire complex
pattern near another pattern within somedistance(e.g., \information" AND \ ltering"
NEAR \information” AND \r etrieval" WITHIN 100WORDS), cannot be expressedn
the current systemsthat uselRQLs. IRQLS currertly supports speci cation of distance
betweenwords. Further, in IRQLS the notion of restricting the scope of the operatorsis
not incorporated. For example,if a useris interestedin excludingthe occurrenceof the
string \1998" only between\Ir agq" and \missile", it is not possible. In currernt IRQLS,
this cannot be expressedsincethe Boolean operator NOT is typically applied over the
ertire text.

Considera real world examplewherea federalagert is tracking terrorist-related in-
formation streamingfrom various resources.He is interestedin detecting the occurrence

of ((\b omb" FOLLOWED BY \ground zem") occurring twice) AND \automotive" (or
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its synonyms) This pattern cortains keywords, followed by operator, phrase,frequency
synoryms, and a Boolean operator. This pattern cannot be expressedusing current
guery languagessince IRQLs do not support the quarti cation of multiple occurrences
(frequency)of patterns. Moreover, ausercannotincludethe synorymsin his/her pattern,
and is required to explicitly list the synoryms as keywords or se\eral patterns speci ed
eat with one of the synoryms. Thus, currernt query languagesare quite restrictive in
their expressie power and needto be extendedand generalizedto addressthe speci -
cation and detection of meaningful complex user patterns. This thesis proposessud a
framework in the form of an information ltering systemthat encompasse&n expres-
sive languageto specify sudh complex patterns and an e cient computation model for

detecting these patterns.

1.4 Contributions

The aim of this thesisis to overcomethe limitations menrtioned in the previous
section. An enhanceduser pattern speci cation language(Psnop) that can be usedby
the usersto specify patterns for Itering out text streams,is proposed.Brie y, this the-
sis discusseghe designand implementation of InfoFilter, a content-based system that
utilizes the expressie pattern speci cation languagePsnmp and provides an e cien t
pattern detection medanismin the form of a PDG (Pattern Detection Graph). Psnaop
provides pattern speci cation usinga completeset of operatorsand options that consists
of frequency synoryms, followed by, Boolean operators, structural, wild card and prox-
imity. Once speci ed in Psnap, the patterns are detectedusing a data ow approat
over PDG. Figure 1.1 outlines the InfoFilter, which handles creation of user patterns
using the Pattern Speci cation LanguagePsnwp, incoming text streams, WordNet [8]

databasetool (usedfor nding synoryms) and usernoti cations.



Database
Tool

Emails |
Wordnet
News

Figure 1.1 InfoFilter with multiple usersand incomingtext streams.

The organization of this thesisis as follows. Chapter 2 reviewsthe related work.
Chapter 3 introducesthe Pattern Speci cation Language(Psnap) and briey discusses
the various Psnaop operators and their semartics. Chapter 4 depicts the architecture of
InfoFilter discussingin details the di erent componerts of InfoFilter, and pattern detec-
tion using PDG. Chapter 5 discusseshe implemertation of InfoFilter, the optimizations
of the PDG, and the data structure for storing simple patterns and for string matching.

Finally, chapter 6 outlines the conclusionand future work.



CHAPTER 2
RELA TED W ORK

During the last decade,we have witnessedan intensive researt in the area of
information Itering. Commercialand free available information Itering systemswere
deweloped to provide solutions that can assistusersin extracting relevant information.
Various techniqueshave beenapplied ranging from simple approatessud asrule-based
approadiesto complex onessud as madine learning algorithms and probability ap-
proadhes. In this researb, many areashave been targeted including email Itering,
selectinginteresting newsatrticles, etc. Thereby, examiningthe work beendoneon infor-
mation lItering, it can be surmisedthat information Itering hasewlved over the past

few decades.

2.1 Historical Background

The notion of ltering information was around for a long time. It was rst in-
troduced by Luhn's early work on Businessintelligent systems[2]. The idea was then
extendedto selective disseminationof information [2]. Basically, the work has focused
on the user speci cation (i.e., constructing user pro les). Later, Denning introduced
the term "information ltering”, wherethe work has beenexpandedincorporating the
delivery of information not just the user speci cation. Initially , the work was aimed at
Itering email messages.Denning's approad was utilizing the cortent of the email to
Iter the messagesSubsequetty, it has beenextendedto accommalate ltering news

articles.



10

In the eighties, an in uential conceptemergedwhen Malone classi ed information
Itering into two prevalernt paradigms, cortent-based Itering and sccial collaborative
Itering. Content-based was an extensionof the content Itering discussedoy Denning
to Iter the electronic mail. Malone and his colleaguesproduced an alternative ap-
proad, sacial/collaborative Itering[2 ]. Meanwhile, TIPSTER[2] researb project funded
by DARPA (US DefenseAdvancedResearb Projects Agency) was launched focusingon
statistical techniquesto preselectimessagethat canundergonatural languageprocessing.

Sincethe time Denning introduced the Itering technology information lItering
domain has experiencedfundameral changes. In this section, someof the progressin

this eld with emphasison the content-basedinformation Itering systemswasreviewed.

2.1.1 SIFT

SIFT [1][9] designedat Stanford University, is a cortent-based ltering system.
Boolean queries and Vector SpaceModel (VSM) are usedto construct user pro les,
allowing usersto specify keywords that are to be included and those that are to be
excluded,when ltering documerts. To ensuree ciency, SIFT processegroupsof similar
user pro les, and allows usersto apply candidate pro les (or existing pro les) against
documerts. On the other hand, SIFT does not considerstructural information while
Itering documerts. It makesno distinction between positions of words in a structured
text, sud asthose appearingin atitle or the body. In the caseof unstructured text, it
doesnot take into considerationthe text boundaries,sud as sertencesand paragraphs.

In SIFT, usersubscritkesto a sener, specifying one or more user pro les. Eacd
pro le, comprisedof a query and set of parameterssud as the time duration for the
pro le, is stored on a database. On daily basis, USENET News ow are collected by
SIFT. The ltering enginereadsthe articles matching them against the stored queries.

After matching the documerns, the ltering enginepasseghe article path name, which
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matchesa userpro le, to the alerter. The alerter, in turn, sendsout the noti cations to
usersusing their email addresses.

As mertioned above, SIFT usesVSM model [7] to match the documerts against
the stored queries. Under this model (VSM), documerts and queriesare represeted
as vectors. Vectors are constructed using the frequency of the terms available. Based
on the content, distinct terms are extracted from the documert and their frequency of
occurrenceis computed within the documert. As SIFT queriesare speci ed in natural
language,terms are extracted from the queriesusing their term frequency within the
query.

Following the vector construction, query and documert vectorsare comparedagainst
eah other. Similarity measure(cosine measure)is computed betweenthe two vectors
to compute how far the vectors are closeto ead other. If the cosinemeasureis above
a threshold, the documert is consideredto be relevant, otherwise irrelevant. Queries
are stored using indexesto improve the performanceof matching them againstincoming
documerts. Query indexing method (QI) is used,and this indexing schemeis similar to
the indexing sheme used by Information Retrieval (IR) systems. Howeer, instead of
storing documerts as in IR, queriesare stored. In QI, for eat term, a list of queries
that cortain the term are constructed. Each elemen in the list consistsof the query
identi er and the assaiated weight (TD-IDF) of the term in the query. Therefore,when
a documert D arrivesto the system,a vector is constructedand is matched againstthe
storedqueriesin the index. The cosinemeasures computed,and if it is above a speci ed

threshold, the documert is consideredto be relevant.

2.1.2 InfoScop e
Unlike SIFT, InfoScope [10], a content-based Itering systemdewloped by Curt

Stewvensat University of Colorado, usesadaptive ltering to construct new userpro les
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eciently. It hasbeendewloped to Iter USENET newsatrticles. Initial user pro les

are constructedusing Booleanqueries. InfoScope appliesmadine learning techniquesto
modify the initial userpro le to adapt to the changesin user'sinterest. It alsoobtains
implicit feedba& in the form of actions suggesteddy user, sud asthe time spent by the
userto read a newsgroup.

InfoScope employs a group of agerts to monitor the user behavior while he/she
is interacting with the system. Supposethe user reads less messageghan what has
beenprovided. The InfoScope agen gathersinformation about the user and makes a
suggestionto the userto modify the Iter accordingto his/her interest. If the suggestion
is approved by the user, the agert modi es the Iter accordingly InfoScope de nes the
Iters or predicatesusing Booleanexpressionslt doesnot completelyanalyzethe cortent

but the headers.

21.3 GLIMPSE

GLIMPSE (Global Implicit Seard) [11], deweloped at University of Arizona, uti-
lizes indexing and query schemasfor retrieving les. It supports Boolean queriesand
approximate matching sud asregular expressionsetc. The method usedin the system
is called two-lewel searding. It is a combination of full inverted indexesand sequetial
seard with no indexing. In GLIMPSE, the text is divided into blocks. An index is con-
structed cortaining the words and the pointer to the block in which it appears. Multiple
occurrencef the words are combined in oneertry in the index. Unlike, the full inverted
index, this index is comparably small. Essemially, it comprisesa set of unique words.

Two-lewel seartiing, basically consistsof two phases:In the rst phase,a match
to the query is looked up in the index to nd the list of all blocks. On this phase,
a sequetal seart is applied. Next if there is a match, using the samemethod, the

pattern is looked up within the block for a particular match. This algorithm is usedfor
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searding regularexpressionsFor Booleanqueries,the inverted list is used. For example,
for the pattern \information” AND \ ltering" , the list of blocks in which \information”

AND \Itering” occursis retrieved. An intersection of the list is computed resulting in
the commonblock numbers appearing in both lists. Those blocks are searded for the
exactmatch. This algorithm is not e cien t for Booleanquerieswhen commonwords are

looked up.

2.1.4 Igrep

Igrep [12] was deweloped at UniversidadeFederalde Minas Geraisin Brazil. It is
an approximate matching tool for large data collections. It acceptswords, phrases,and
set of characterssud aswild cards,ranges,etc. This systemusesa full inverted index,
which cortains the words appearedin the text with their asseiated positionsin the text.
For searting singleword patterns, the systemlooks up the words in the table and gets
their list of occurrences.Then, an intersection of the list is retained that indicates some
similarity with the relative positions of the words in the patterns. Regular expressions

are supported to provide appraximate matching.

2.2 Search Engines

Seart engines[5][9] are usedto retrieve documerts or Web pagesonline. Funda-
mertally, a user submits a query to the searti engineand receiwes the location of the
documert that matchesthe query. Most seard enginesutilize traditional Information
Retrieval (IR) techniques. They traversethe web using crawlers (software robots) to cre-
ate an index basedon the textual cortent of the documeris encourtered. Crawlers are
software programsthat run on the local machinesand sendrequeststo Web senersavail-
able on the net. The medanism of answering user queriesin seart engines,howe\er,

are di erent than the typical IR systems.Seart enginesmodel the Web as a database.
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All queriesare answered without accessinghe actual text sinceaccesgo the web pages
online is not an easytask. Storing of web pagesfor retrieval is required.

The architecture of most sear® enginesis certralized. It consistsof two modules,
one comprising user interface and query engines,and other comprising crawler and In-
dexer. For specifying userqueries,a seart engineprovidesa userinterfacefor supporting
basic queriessud aslist of keywords and complex queriesincluding Boolean operators,
phraseseart, proximity seart and wild cards. In someseart engines further ltering
is applied by searding for additional words that appearin certain elds sud asa title.

Essemially in seart engines,the web pagesretrieved in responseto a user query
are ranked using ranking algorithms. Most seard enginesuse variations of the Vector
SpaceModel (VSM). Many ranking algorithms have been introduced and utilized by

seard engines.

2.3 Information Retriev al Techniques

From the information retrieval perspective, information ltering is consideredasa
convertional information retrieval task in which the text documerts and streamskeep
arriving to the systems.Most of the information retrieval approadeshave beenexploited
to performthe ltering task sud asLatent Semaric Indexing (LSI) [13], Hidden Markov
Model (HMM) [14], Asscciation rule mining [15]and visualization techniques[16]. In this

section,Latent Semaric Indexing and Hidden Markov model are discussedrie y .

2.3.1 Latent Semantic Indexing (LSI)

Latent Semaric Indexing (LSI) [13]is an information retrieval technique usedto
Iter information basedon the assaiations betweenthe collection of words and textual
documerts. In latent semartic indexing, the userinput is represeted by a set of doc-

umerts provided by the user. LS| usesthe asseiation of words or phrasesextracted
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from these documeris to construct a multi-dimensional semaiic structure preser in

thesedocumernts. According to the pattern in which thesewords or phrasesco-accur in
a singledocumer, LSI represets the structure of relationshipsbetweendocumerns and
words in form of n-dimensionalassaiation matrix (word-documen matrix). Singular-
value decomposition (SVD) of the assaiation matrix is computed producing a reduced
dimensionality matrix cortaining the bestK orthogonalfactorsto appraximate the orig-
inal matrix as the model of "semartic" spacefor the collection. The sematic space
cortemplates the signi cant assaiations while ignoring the variations in the usageof
wordsin somedocumerts. LS| producesa represetation of the underlying latent/hidden
sematic structure preset in thesedocumerts. Usingthe SVD algorithm, LSI eliminates
the noisefrom the original word-documert matrix, revealingsimilarities that werelatent
in the set of documens. SVD is a mathematical technique that maps an n-dimensional
matrix to m-dimensionalmatrix wherem is lessthan n. This reductive mapping allows
LSI to correlate semanically related words/phrases.

In LSI seart algorithm, a matrix is constructed for the incoming documen and
the matrix is comparedto the reduceddimensionality matrix. Basedon a computation of
a similarity measuresud as cosinemeasure the relevanceof a documert is determined.

The documerts that have high similarity measureare consideredrelevart.

2.3.2 Hidden Mark ov Mo del (HMM)

In information retrieval, Hidden Markov Model (HMM) [14] exploits probability
approad to Iter out relevant documens. The probability of documert D beingrelevant,
provided that a userquery Q is given, denotedby P(D is R/Q), is computed using the
Bayes'rule. The HMM model is comprisedof a setof states,a setof output symbols, a set
of probabilities for transitions between states, and a probability distribution asseiated

with ead output symbol. It is usedto re ect the generationof a user query. In the
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Markov model, the set of output synmbols correspnd to the words extracted from the
gueries. The probability P(D is R/Q) using the probability P(QjD is R) whereQ is a

userquery, D is a documert and R statesthe relevanceof the documert to the query.

2.4 Summary

SIFT, Infoscope as well as most of the information Itering systemsuse Boolean
gueries,and do not support proximity, regular expressionsgcardinality, structural, and
sequetial operators. Boolean queries merely provide three operators, none of which
allow the speci cation of the co-accurrenceof wordsthat hasa certain order. In addition,
number of occurrencescannot be included in Boolean queries. Most of the information
Itering systemsutilizes IRQLs. IRQLSs consistof various query languagessud assingle-
word, cortext, Boolean, natural language,and pattern matching. A simple query can
be formed using the keyword-basedapproad, wherethe query is a set of keywords that
areto beidertied in adocumert. A simple query can be extendedusing cortext query
languagesthat allow the userto specify correlated words, (i.e., words that appear near
eadt other). In addition, Booleanoperatorsare usedto composekeyword-basedqueries.
Newertheless,conbinations of these query languagesare not fully supported in current
content-based lItering systems.

For userspeci cation, sear® enginesand information Itering systemsutilize sim-
ilar techniquessud asthe IRQLs. Sear® enginesdo incorporate proximity, and wild
cards. Newerthelessthey do not support complexcompositionsof the thosequeries. Fur-
thermore, the task is di erent, sincein seart engines,the documerts are stored while
gueriesare cortinuously arriving to the system.

Seard enginesand ltering systemsuselR techniquesto retrieve documerts that
are relevant to the user. IR techniquesinclude the indexing schemes,Latent Semairtic

Indexing, etc. In seart engines,indicesof documerts are constructed, while in ltering
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system, indices of queriesare constructed. Even though ranking algorithms are also

exploited, it is not crucial in information Itering systems.



CHAPTER 3
USER SPECIFICA TION

In information Itering systems,usersare required to specify input patterns that
are of interest for ltering text streams. In InfoFilter, userscan specify simple and
composite patterns using the Pattern Speci cation Language,Psnaoop. It supports the
following operators and options: frequency synonyms followed by, Boolean operators,
structural, wild card, and proximity. Any arbitrary complex pattern can be composed
usingthe above operatorsand options. Psnoop hassomesimilarity with SnooplB [17][18],
an ewent speci cation languageused for the speci cation of everts in a trigger or an
Evert-Condition-Action (or ECA) rule [19, 20, 21, 22]. SnoopIB has a complete set of
operators for supporting complexewvent speci cation in ECA rules. The sematics of all
the operatorsare, howewer, di erent in Psnoop. Evert operatorsdo not include the notion
of proximity, which is crucial in information Itering domain. In addition, SnoopIB does
not provide operatorsto support regular expressionsfrequencyand synoryms. Detailed
description of the syntax and semaittics for patterns and Psnoop operators are presered
in this chapter. Detection of these patterns using Pattern Detection Graphs (PDGS) is

illustrated. Finally, someoptimizations for e cient pattern detection are outlined.

3.1 Interv al-Based Vs. Point-Based Semantics

In information ltering domain, a pattern represeis a user'sinterest within a text
stream. A usermay be interestedin detecting patterns in the form of keywords, phrases,
regular expressions,etc. A pattern occurrenceis de ned as an occurrenceof a given

pattern, which is assumedto be atomic (i.e., happens completely or not at all). We

18
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0 1 2 3 4
— | I >
BS W, w, P, P, offset

BS: Beginning of a stream
W first word

W,: second word

P "Information”

P: "Filtering"

Figure 3.1 lllustration of a pattern occurrencewithin a text stream.

assumean equi-distart discrete o set domain having \0" as the origin and ead o set

domain represeted by a non-negatie integer. Each point in the o set line correspnds
to a position of a word occurrencewith respect to the beginning of the text stream. For
instance,as shown in Figure 3.1, the o set line starts with \0" indicating the beginning
of the stream and ead o set represets the occurrenceof a word sud asword w; with

o set 1. If the o set of a pattern is 3, this translatesto the position of the third word in

the text e.g. \information" . Hence, simultaneous pattern occurrencesare not possible
asno two patterns can have the sameo set.

Computing the o set is intricate when user patterns comprise of more than one
word. For example,using the pattern occurrencesshowvn in Figure 3.1, a pattern \In-
formation” AND \Filtering" canoccur either at the o set 4 (i.e., whenFiltering occurs)
or can be over an interval [3, 4] (i.e., Information occursat 3 and Filtering occursat 4).
While the later is termed asinterval-basel, the former is termed aspoint-basel semantics
Snoop [23] operatorsare formally de ned for point-basedand SnooplIB for interval-based
semairtics.

Psnoop operators use interval-based semattics, since complex pattern detection

requires the ertire interval as explained belov. Consider the following complex user
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YT T 1
BS P, P, P P, offset

BS: Beginning of a stream

Pl: “Iraq”

PZ: "Civilians"
P “Missile”
P, "Baghdad"

Figure 3.2 Needfor Interval-BasedSematrtics.

pattern wherea sub-pattern (\Ir ag" occurring prior to \missile") should precede a sub-
pattern (\civilians" occurring prior to \Baghdad"). When point-basedsemartics is used
with the pattern occurrencesshown in Figure 3.2, the above exampleis detected. This is
becausefor the sub-pattern\Ir aq" occurring prior to \Baghdad" the o set of detection
is 3, similarly for the sub-pattern \civilians" occurring prior to \Baghdad" the o set of
detection is 4. Since 3 occurs prior to 4, the complex pattern is detected, but which
is not intuitiv ely accurate. To detect this pattern accurately (i.e., verify that the rst

sub-pattern doesnot overlap with the secondpattern), the starting position and ending
position of the pattern occurrenceshould be considered.The occurrenceof \Ir aq" starts
the occurrenceof the rst sub-pattern [i.e., o set 1] while occurrenceof \missile” ends
the occurrenceof the rst sub-pattern [i.e., o set 3], and similarly \civilians" starts the
secondsub-pattern [i.e., o set 2] and \Baghdad" endsit [i.e., 0 set 4]. In our example
from Figure 3.2, 0 set of rst sub-patternis [1, 3], while the o set of secondsub-pattern
is [2, 4]. Thus, the complex pattern from the above exampleis not detected,since[1, 3]
overlaps[2, 4], 38 2 (i.e., rst sub-pattern doesnot occur prior to secondsub-pattern). 3

is the end o set of the rst pattern and 2 is the start o set of the secondpattern.
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3.2 Pattern Specication Language (Psnhoop)
This sectiondiscussewvarious patterns supported by Psnoop and it alsoformalizes

Psncoop operators.

3.2.1 Pattern

In Psnoop, a pattern P is represeted as Pij, wherei is the pattern identi er and
| is the instance of the pattern iderti er. Og is the start 0 set, and O is the end o set.
A pattern P is a function that maps from the o set interval domain onto the boolean
values,\T rue/False".

P :0O7! fTrue, Falsey

8
2 T(rue) Trueif apattern P occursat o set interval [Og,Og]

P[Os,0e¢] =
F (alse) otherwise

The negation of the booleanfunction P is denotedby : P. Givenan o set interval
denotedby [Os,0¢], it computesthe non-occurrenceof the pattern within that interval.
Furthermore, _ and ” represeh the OR, and AND booleanoperators, respectively.

According to the semartics of Psnoop, a pattern is classi ed into a simple and
composite pattern. A simple pattern is either a word sud as\ ltering” , a phrasesud
as \information Itering systems" or a simple regular expression(regular expression
on a single word) sud as\info* ". Prex and sux of words can be speci ed using

simpleregularexpressions A composite pattern is an expressiorconstructedusingsimple

patterns, previously constructed composite patterns, Psnoop operators and options.

3.2.2 Simple Patterns
Simple patterns form the basicbuilding block of the pattern speci cation language.

A simple pattern is denotedby P[Os, O], whereOs = O (i.€., the starting and ending
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Table 3.1 Simple patterns in Psnoop

Simple Patterns Valid Patterns
System-defined Structural elements for BeginStream, EndStream,
unstructured text BeginPara, , EndPara
BeginSent, EndSent
Structural elements for BeginHtml, EndHtml, BeginAuthor,
structured text EndAuthor
User-defined Single-word “information”, “filtering”, “bomb”,
leaqn
Phrase “information retrieval”, “bombing in
Baghdad”, “Deadline for graduate
application”
Regular expression “info*”, “Iraq?”

o set of the pattern is the same). A simple pattern occurrenceis an atomic occurrenceof
a simple or basicpattern. It occursover an interval [Og, Og] and it is detectedat the end
of the interval (i.e., Og). Psnhoop supports two types of simple patterns, system-de ned

and user-de ned.

3.2.2.1 System-De ned Patterns

System-de nedpatterns are comprisedof pre-de ned simplepatterns correspnding
to structural elemerts presen in the text streams,sud asthe beginningof a sertence,a
paragraph,or a documen/stream. For example,two system-de nedpatterns BeginPara
and EndPara are usedto de ne the beginningand end of a paragraph. In general,the
structural elemerts presen in the text streams/documerns are domain speci ¢ sud as
structure of a word/latex documert is di erent from the structure of a web page. It will

require a di erent set of pre-de ned simple patterns. Hence,BeginHtml and EndHtml
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could be usedto de ne the beginningand end of an html pagecorrespnding to the html

tags <html>, </html> respectively.

3.2.2.2 User-De ned Patterns

User-de ned patterns are the simple patterns speci ed by the user describing
his/her preference.Possibleuser-de ned simple patterns supported in InfoFilter are:

Single-w ord - A pattern occurrenceis detectedif the speci ed keyword or any of its
synoryms (if speci ed) appearin the text. For example,to detectthe word \ lter" ,
a user can construct a single-word query as sud \ lter" . Synoryms are speci ed
as an option (SYN) when the user speci es a keyword, sud as\ Iter'[SYN] (see
section3.2.3).

Multi-w ord/Phrase - A pattern occurrenceis detected if the speci ed phrase
appearsin the text. For example,a user can specify the phrase\InfoFilter infor-
mation Itering system"

Simple Regular expressions - A pattern is detectedif the speci ed simpleregular
expressionappearsin the text. For example,a usercan specify \ lter*"  to detect

all the formsin which \ Iter" canappear sud as\ Iter ed" or \ ltering" .

3.2.3 Comp osite Patterns

Psnoop provides a comprehensie set of operators, Boolean (OR, NOT, NEAR),
followed by (FOLLOWED BY), structure (WITHIN), frequency(FREQUENCY), prox-
imity (NEAR/N, FOLLOWED BY/N) and the option synoryms (SYN) that allow users
to compose complex patterns. A composite pattern is a conbination of simple pat-
terns, composite patterns, Psnoop operators and options. Table 3.2 providesa summary
of the operators and their functionality. The semarics of the composite patterns in

SnooplB [18][24 have beenmodi ed and extendedto incorporate the semarics of Psnoop
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Table 3.2 Summary of Psnoop operators and their functionalities.

Operators Purpose Examples
OR Provide optional criteria in specifying| “bomld OR *“explosivé
patterns
(“bomb’ NEAR/3“automotivé) OR
(“bomb’ NEAR “building™)
NOT Exclude patterns that are not to be | NOT (“retrieval’) (“information”, “
detected filtering™)
Exclude patterns with the number of | NOT/2 (‘retrieval’) (“information”,
pattern occurrences exceeds a user | “query languagé)
specified number
NOT(“ information” FOLLOWED
Exclude patterns within predefined | BY/4“retrieval’) (BeginParg
simple patterns EndPara)
NEAR Detect patterns that occur witHih “information” NEAR/2 “filtering”

words of each other

Detect patterns that occur within the
same document

“information” NEAR “filtering”

FOLLOWED BY

Detect patterns that occur in certain
order withinN words of each other

Detect patterns that occur together in
certain order within the same
document

“datd’ FOLLOWED BY/2
“structures

“data structures FOLLOWED BY
“algorithm”

Define the scope of detection within

A (“information” NEAR “retrieval’)

WITHIN document, a paragraph or a sentence WITHIN ( BeginParag EndPara)
Define a range for detecting patterns| (“information” NEAR/2" retrieval’)
within a document WITHIN (“InfoFilter”, “Psnoog)

FREQUENCY Define minimum number of FREQUENCY/g"Iraq”)
occurrences of a pattern

SYN Keyword synonyms “bomly [SYN]
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operators. The formal characterization of thesesemarics formulated using Psnoop op-

erators and options are as follows:

3.23.1 OR

Disjunction of two simple or complexpatterns P, and P,, denotedby (P; OR P»),
occurswhen either P, or P, occurs. For example,\information" OR \ltering" will be
detected wheneer either one of the keywords occurs. Since simultaneous occurrences
are not possiblein a stream (which is essetially a sequence)gexclusive-OR semattics is

applied to this operator. The formal de nition of OR is asfollows:

o

(P OR P,) [O5;0s] %' Py[Os; O] _ P2[Os; O]

3.2.3.2 NOT

Non-occurrenceof the simple or composite pattern P, in the range formed by
the end o set of P; and the start o set of P3, where P; and P3 can also be simple or
composite patterns, is denotedby (NOT [/F]( P,)(P., P3)). For example,NOT (\ lter-
ing")(\information”, \r etrieval") will be detected wheneer \information” is followed
by \r etrieval" without the word \Itering" occurring at least once in between them.
\F" indicatesthe minimum number of occurrencesand its default valueis 1. As another
example,NOT/2 (\ltering")(\information”,  \r etrieval") will be detectedwhene\er\in-
formation” is followed by \r etrieval” without the word \ ltering" occurring at leasttwice
in betweenthem.

NOT [:F](PZ)( Pl; P3) [OSZ; Oe2] d:ef (( Pl[osl; Oel] A (J PZ[OSZ; OeZ]j < F) n P3[Os3; Oe3])

A (Osl Oel < 052 Oez < OsS OeS))

The above formalization explains that pattern P; endsat o set O, pattern P3

starts at Ogz and pattern P, must not occur in the interval de ned by [Og;, Osz], if
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the frequency§) is not specied (i.e., frequency=0). If the frequencyis speci ed, the

number of times P, must occur in the interval de ned by [O¢;, Og3] must not exceedor

be equalto the value of F.

3.2.3.3 NEAR

Conjunction of two simple or composite patterns P, and P,, denotedby (P, NEAR
[/D] P,), occurswhen both P; and P, occur, irrespective of their order of occurrence.
\D" is the maximum distanceallowed betweenthe two patterns P, and P,. For example,
\information" NEAR/10 \Itering” will be detectedwheneer both thesewords co-occur
within a distance of 10. Default value of \D" is the scope of the operator (which can
be the ertire documert), and it refersto the AND operator of the Booleanmodel. The

minimum value of D is 1.

o

ef

(P NEAR[=D] P2) [Os1;0e2] = (((P1[Os1;Oe1] * P2[Os2; Ocz])
"jOs2 Oerj D) _
((P1[Os2; Oe2] ™ P2[Os1; Oe1l)
"jOs Oej D)) *

(Osl Oel Oe2) N (Osl Osz OeZ)

The above formalization states that when the patterns P, and P, co-cccur, they
can overlap. They can appear in any order in the interval de ned by [Os;, Og]. In
other words, the end 0 set Og; of the initiating pattern and the start o set Os, of the
terminating pattern canoccurin any order over the interval [Og;, Og;], WhereOg; is the
start o set of the initiating pattern and O, is the end o set of the terminating pattern.

The distancebetweenthe pattern occurrencesnust not exceedhe value of D, if speci ed.
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3.2.3.4 FOLLO WED BY

Sequenceof two simple or composite patterns P, and P,, denoted by (P, FOL-
LOWED BY [/D] P,), occurswhenthe occurrenceof P; is followed by the occurrenceof
P,. The endo set of P, is lessthan the start o set of P,; that is, the occurrenceinterval
of P, and P, shouldnot overlap. \D" is the maximum distanceallowed betweenthe two
patterns P; and P,. For example \information" FOLLOWED BY /10 \Itering" will be
detectedwheneer the word \information " precedes ltering " within a distance of 10
words. If \D" is not speci ed, the distanceis boundedby the scope of the operator (can
bethe ertire documert). If the valueof\ D" is 1 (minimum value), this indicatesthat the
patterns P, and P, form a phrase. Although, technically phrasescan be expressedising
this operator, direct speci cation of a phraseis allowed as an intuitiv e way of specifying

phrasesand to improve readability of the speci cation and its detection e cien tly.

(P, FOLLOWED BY[=D] P,) [Os1;0c2] £ ((P1[Os1; O] P2[Os2; Oc2l) A

(Osl Oel < 052 Oe2) A
[052 Oel D])

This formalization of sequenceexplainsthat it is detected when the pattern P,

occursafter P; ends. The start o set of P, must be greaterthan the end o set of P;.

3.2.3.5 WITHIN

Occurrenceof a simple or composite pattern P, in the range formed by the end
o set of the pattern P; and the start o set of Pz, denotedby (P, WITHIN (Py, P3)).
The pattern is detected eat time pattern P, occursin the range de ned by patterns
P, and P3. For example\information Itering” WITHIN (BeginPara, EndPara) will be
detectedwheneer the phrase\information Itering” occurswithin a paragraph. When

an expressionis speci ed without a system-de ned pattern, the default structure (e.g.,
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a documert, a web page)is usedasthe default. This operator is extremely powerful in

expressingscopes of the stream being processed.

(PZ WITHIN (Pl; P3))[052; Oe2] d:ef (( Pl[osl; Oel] N P3[053; Oe3] N PZ[OSZ; OeZ])

A (Osl Oel < 052 Oe2 < OsS OeS))

The above formal de nition explainsthat a pattern P; endsat Og, a pattern P3
starts at Og3, and a pattern P, must occur at least oncein the interval de ned by the

[Oe1,043] to detect this pattern.

3.2.3.6 FREQUENCY

Multiple occurrencesof a simple or composite pattern that exceedsor equalto F,
denoted by (FREQUENCY /[F] (P)). A pattern P is detectedead time P occurs at
least F times, where\F" is the minimum number of occurrencesspeci ed by the user.
For example, FREQUENCY/10 (\information Itering”) will be detectedwheneer the
phrase \information ltering " occurs at least 10 times. The rst F occurrencesare
consideredfor this detection as the stream/documert is processedsequetially. The
default value of F is 1, which is the minimum value. Multiple occurrencesare assumed
to be disjoint asinstancesfor a pattern detection are usedonly once. The sameinstance

is not usedfor detecting multiple patterns.

(FREQUENCY[=F] P) [O4:;0a] %' (Pj F)

The formal de nition explainsthat a pattern P must occur at leastF times within
the scope de ned. The interval over which it occursis de ned by the start o set Og of

the rst pattern occurrenceand the end o set Og of the last pattern occurrence.
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Pattern Specification Language (Psnoop) Syntax

Patterns:= Pattern (";"Pattern)*

Pattern:= Expression [Options] | "(" Expression ")" [Options]
Expression:= Pattern Binary_Op Pattern | Term | Unary
Unary:= Not_Expression | Freq_Expression
Not_Expression:=Not_Op "(" Expression ")"
Not_Op="NOT"/Frequency

Freq_Expression:= Freq_Op "(" Expression ")"
Freq_Op:= "FREQUENCY /" Frequency

Frequency:= non-negative integer

Options:= "WITHIN SENT" | "WITHIN PARA"
Binary_Op:= "OR" | Proximal

Proximal:= Proximal__Op ["/" Distance]

Proximal_Op:= "NEAR" | "FOLLOWED_BY"

Distance:= non-negative integer

Term:= Keyword ["[" SYNONYM "]"] | Phrase | Reg_Exp
Phrase:= Keyword Keyword (Keyword)*

Keyword:= "any quoted string"

Reg_Exp:= StringLiteral Wildcard StringLiteral | Wildcard StringL.iteral
StringLiteral:=any string

Wildcard=*|?

SYNONYM="SYN"

This BNF is left associative.

Figure 3.3 BNF for the pattern speci cation language,Psnoop.

3.2.3.7 SYN

Option speci ed with a single-word pattern, denotedby (P[SYN]), to indicate mul-
tiple single-word patterns that have the samemeaning,in a succinctmanner. In Psnoop,
specifying a single-word pattern with SYN option is equivalert to specifying N simple
patterns that carry the samemeaning(synoryms) asthe original pattern. For example,
if you specify the word \bomb"[SYN] is equivalert to specifying\bomb" OR \explosives
devie" OR \weaponry" OR \arms" OR \implements of war" OR \weapons system”
OR \munition" . If any of these words or phrasesappearsin the text, the pattern
\bomb"[SYN] is detected. This option addssimplicity and exibilit y to the speci cation

of single-word patterns. The sameis true for composite patterns with enmbedded syn-
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onym speci cation, e.g. \missile"[SYN] NEAR \Ir ag". The formal characterization of

the SYN options is as follows:

(P[SYN])[Os;0e] £' P4[0g; O] _ i _ Py[Os; O]

Using the above operators, userscan specify fairly complexpatterns. For instance,
in Psnaop, the speci cation of the following pattern (\b omb" occurring prior to at least
two occurrences of \ground zem" with a single occurrenae of \automotive" or its syn-
onyms), usingthe BNF provided in Figure 3.3, is asfollows (FREQUENCY /2 (\bomb"
FOLLOWED BY \ground zemrn")) NEAR \automotive" [SYN].

3.3 Pattern Detection

Psnaop allows usersto specify complex patterns as discussedn the previous sec-
tion. E cien t detection of these patterns speci ed by the useris extremely critical in
information Itering, especially over streamingtextual data. In the previoussection,the
semairtics of Psnoop patterns and operators were de ned over an interval on the o set
line, which indicates the starting and ending position of a pattern occurrencewithin a
text stream. The detection of a simple pattern is straightforward sincethe start and end
o set of a pattern is the same. Howeer, detection of a composite pattern is complex
sinceit involvesthe detection of simple or composite sub-patterns. We will explain how

simple and composite patterns are detectedusing pattern histories and PDGs.

3.3.1 Pattern Detection Using Histories
This sectionexplainsthe pattern detection using the formal semartics of Psnoop

operators and pattern histories. Various typesof histories are de ned below:
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Global Pattern-History: It is a set of all simple pattern occurrencesdenotedby H .

Ead simple pattern occurrenceforms a singletonsetin the history.

H = ffpgj 8np,the simplepattern P; hasoccurred
at instancej with interval o set [Osj, Ogjlg
Og ! start o set of a pattern that hasoccurred at instance;j

Og ! endo set of a pattern that hasoccurredat instance]

Simple Pattern-History: It is a set of all the occurrencesof the simple pattern P;,
denotedby P;[H], presen in the global pattern-history H .
PH] = ffpgj 8j frlg2 Hy

Comp osite Pattern-History: A composite pattern P has n sub-patterns Py,..., P,.
Its pattern-history is a mapping from the global pattern-history H to a subsetof
P:[H] ] ...] Pn[H], where] is an operator that computesthe crossproduct of two
setsand mergesthe elemens of the crossproduct using the set union operator.

For example,considerthe pattern histories,
Pi[H]= ff pig;fpigg and P[H]= ff p3g;fp3ag
computing P1[H] ] P-,[H] yields
PiHIT PoH] =1 fprip;g;fpLpso:f o pag P psg 9

Pattern Collection: It is acollection of all simple or composite pattern occurrencesof

the samepattern within a text stream. It is denotedby the following function:

C(P;StartOf f set;EndOf fset) = fpjfpg2 P[H] and
StartOf f set< startof f set(p)

endoff set(p) < EndOf f setg
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3.3.2 Unrestrictiv e Pattern Detection Mo de

For composite patterns, the pattern occurrenceis computed using the occurrences
of the sub-patternspresen in the global pattern-history. The composite pattern-history
H is formulated by computing all the occurrencesof the composite pattern in an unre-

strictive manner. The operators] , OR, and NEAR are all left assiative.

1.

(PLOR Py)[H] =fpjp2 PH][ P2[H]g

2.
(P. NEAR[=D] P)[H] = ff p'ipgjfp;pg2Pi[H]] Py[H][
P,[H]] P:[H] and
(startof f set(p')  endoff set(p')
startof f set(p)  endoff set(p')) and
(startof f set(p) endoff set(p')) Dg
3.

(P, FOLLOWED BY[=D] P)[H] = ff p;p'ggjfp;ipPg2 Pi[H]] P,[H]and
(startof f set(p')  endoff set(p') <
startof f set(p’)  endoff set(p')) and

(startof f set(p') endoff set(p')) Dg
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(P2WITHIN (P Po))[H] = ff p;pgjfp;p:p‘g2 PiH]] Po[H]] Ps[H] and
(startof f set(p')  endoff set(p')
< startof f set(p))  endoff set(p)

< startof f set(pX)  endoff set(p¥))g

N OT[=F](P2)[P1; Ps][H] =
if F=0 ffp;p‘gj fp;p‘g2 Pi[H]] Ps[H]and
C(P,; endoff set(p'); startof f set(p)) = ¢
if F>0 ffp;pgj fp’;p‘g2 Pi[H]] Py[H]] Ps[H]and

or jC(Py; endoff set(p'); startof f set(p¥))j < F)g

FREQUENCY[=F](P)[H] = ff p'gjfp'g2 P[H]
andjpj Fg

Pertinent to the de nitions of the operators discussedoreviously considerthe ar-
ticle usedin the example explained in Appendix A. The detection of the composite
pattern using the global pattern history, for the unrestrictive mode, as obsened in the
article, 8 pattern occurrencedor the composite pattern (\Ir aq" FOLLOWED BY ((FRE-
QUENCY/2(\missile”) WITHIN(Be ginPara, EndPara) are detectedin the text stream.
They are retained in the global pattern-history. Basedon the emphasisof the infor-

mation ltering on proximity (i.e., words that co-occur near ead other are considered
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highly correlatedproviding a semartic meaning),not all pattern occurrencesare usefulor
meaningful. Thus, this posesa questionasto which pattern occurrencescan participate
in the detection of composite pattern. The following sectionintro ducespattern detection
modes as the meansto determine which pattern occurrencesare meaningful according

to the semartics of the information lItering application domain.

3.3.3 Restrictiv e Pattern Detection Mo de
From the point of view of information Itering domain, detecting a composite
pattern in the unrestrictive mode may generateduplicate pattern occurrencesand may
not be meaningful. A large number of pattern occurrencesare generatedresulting in a
substartial spaceoverhead. To reducethe spaceoverheadand still obtain meaningful
pattern occurrencesthis sectiondiscusseswo detectionmodes,recen and recen-unique.
The detection of a composite pattern requiresthe detection of its sub-patterns.
The sub-patternthat starts the detection of a composite pattern is termed the \initiating
sub-m@ttern/pattern”. Similarly, the sub-pattern that endsthe detection of a composite
pattern is termed the \terminating sub-m@ttern/pattern”.
Recent: The above-merioned problem assaiated with detecting composite pat-
terns is similar to the composite evert detection using Evert-Condition-Action
(ECA) rules [25]. According to the evert detection literature, various typesof pa-
rameter contexts were introducedto reducethe spaceand computation overhead
asseiated with retaining all evert occurrences. These parameter cortexts were
intended to capture the semattics of various applications. In this thesis, the re-
cert parameter context [17] has beenutilized to retain the recern occurrencesof
the pattern. Incorporating this cortext in pattern detection supports the notion
of proximity (words or phrasesthat appear closerto eah other been considered

highly correlated). In the illustration shaovn in gure 3.4, the occurrencesare as
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Figure 3.4 Detecting the pattern \Ir ag" FOLLOWED BY \missile" .

follows: \Ir ag" occursat o set 7 (Iraqt) and 15 (I rac?), and \missile" occursat
o set 44. Detecting the composite pattern \Ir aq" FOLLOWED BY \missile" in
the recent mode, the secondoccurrenceof \Ir aq" (15) is combined with \missile"
(44) sinceit is the recen occurrence.In other words, the occurrenceof \Ir aq" that
wascloserto \missile” wasusedto conformto the emphasisof information lItering
on proximity.

In this detection mode, the occurrenceghat are not usedin detectingthe patterns
are discarded. Each time the pattern occurs, its occurrencereplacesthe previous
occurrencein the history. In the above example,the rst occurrenceof \Ir aq" is
discarded, and replacedby the secondoccurrence(i.e., the recen occurrence)in
the history. Thus, the history of the composite pattern is f I rac? missil etg , where
| racf is the initiating pattern and missil €' is the terminating pattern.
Recent-Unique : Detecting the composite pattern usingthe recent mode doesnot
generatecompletely meaningful pattern occurrences. It actually generatesdupli-
cate pattern occurrencessincethe occurrenceof the initiating sub-patternis used
more than onceto detect the composite pattern. This may lead to inaccurate re-
sults. For instance,if the number of occurrenceshasbeencomputed,the duplicate
pattern occurrencewill be courted asa pattern occurrence.

In recen-unique mode, the recernt occurrenceof the initiating sub-pattern is dis-

cardedimmediately after it hasbeenusedto detect any pattern, ensuringthat no
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duplicate pattern occurrencesare generated.In other words, this mode ertails that

an occurrenceof a sub-pattern can participate only oncein detecting a composite
pattern.

For example,considerthe pattern FREQUENCY/2(\Ir aq" FOLLOWED BY \mis-

sile”). In Figure 3.4, \missile" occurstwice at o sets 44 and 60. Detecting the
pattern in recert mode, the history cortains ff | racf?, missil etg, f1 racf, missil €gg
sincel racf is the recert occurrenceand it is not discardeduntil anotheroccurrence
of \Ir aq" appearsbeforethe secondoccurrenceof \missile" . Thus, the occurrence
| racf is usedto detect the sub-pattern \Ir ag" FOLLOWED BY \missile" twice,
yielding two occurrences. The above pattern is then detected since the speci ed

number of occurrences(2) is equal to the number of times the sub-pattern was
detected. Howe\er, this detection is not proper. The patterns are partially dupli-

cated sincethey cortain the sameinitiating pattern. In recen-unique mode, the
pattern is not detected. The occurrencel racf is discardedfollowing its partici-

pation in detecting the sub-pattern \Ir aq" FOLLOWED BY \missile". Sincethe
occurrencel racf is discardedand there is no recert occurrenceof \Ir ag" preser
in the history, the secondoccurrenceof \missile" is not used. Therefore, the sub-
pattern is detected oncewithin the stream, not satisfying the speci ed number of
occurrencesand the pattern FREQUENCY/2(\Ir aq" FOLLOWED BY \missile")

is not detected.

Further in recent uniqgue mode, the semarics of the operators do not allow de-
tection of overlapping patterns. Supposethe pattern (\Mar ch" FOLLOWED BY

\Ir ag") FOLLOWED BY \missile" is to be detected and the occurrencesin the
history are asfollows: \Mar ch" occursat o set 358,\Ir aq" at o sets 287 and 399,
and\missile" occursat o set 394and 417. For detectingthe sub-pattern (\Mar ch"

FOLLOWED BY \Ir aq"), the recen occurrencesof \Mar ch" and\Ir ag”, in which
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\Mar ch" precedes\r ag", are required. Therefore, the occurrence\Mar ch” [358,
358] combined with the occurrence\lr aq” [399, 399]forms the composite pattern
occurrencef M arch?, | racfg)[358, 399],where[358,399]is interpreted asthe start
and end o set of the pattern occurrence. According to the formal semanics of
the FOLLOWED BY in recert-unique mode, the occurrencef missil e'g[394, 394]
is not usedsincethe end o set of the occurrencef M arch?, | rac?g[358, 399]is not
lessthan the start o set of f missil e!g[394,394],i.e., 3998 394. Howeer, \missile"
[417,417]is combined with the composite occurrence,f M arch®, | rag?g[358, 399]
sinceits start o set is greaterthan end o set of the composite occurrence. This
combination, fMarch?, | racf, missil €2g[358, 417],is usedto detect the pattern
(\Mar ch" FOLLOWED BY \Ir aq") FOLLOWED BY \missile".

3.3.4 Pattern Detection Graph (PDG)

Unlike information retrieval, in information Itering the text is cortinuously stream-
ing through the systemand is not relatively static. User patterns are requiredto be de-
tected asthe incoming text streams ow into the system. Thus, pattern histories cannot
be usedfor detecting theseonline patterns. For thesepatterns, pattern occurrencesare
computed as they occur using the global pattern-history. For simple patterns, detecting
the pattern occurrenceis straightforward. Howewer, for composite patterns consistingof
complex sub-patterns, the detection is more complicated sincethe order of sub-pattern
occurrencesshouldbe presened. A data ow paradigmin the form of Pattern Detection
Graph (PDG) is usedto maintain the ow of the pattern occurrences(or maintaining
partial histories).

For eat pattern or sub-pattern, a correspnding PDG is constructed. Many PDGs
are conbined to form a complex pattern. In a PDG (Figure 3.5), leaf nodesrepresen

simple patterns and internal nodesrepreseh Psnoop operators. The pattern occurrences



38

Actions

Internal nodes - Psnoop operators NN

leaf nodes - simple patterns
reference to a parent node

Figure 3.5 Pattern Detection Graph (PDG).

ow through the PDG in a bottom-up fashion. Once a simple pattern is detectedin a
leaf node, it is propagatedto its parert node as leaf nodeshave no storagecapabilities.
Eadh parert node allocatesa spacefor storing the pattern occurrenceshat belongto its
children nodes.

Typically, in a PDG the parert node subscrikes to its children nodes. When a
sub-pattern is detected, the corresppnding node propagatesand noti es the sub-pattern
occurrencesto the parernt node, using the subscriter list, which corntains referenceso
the parent nodes. In addition to the subscriker list, the leaf node contains the name of
the simple pattern it correspndsto. For composite patterns, the internal node cortains
the name of the composite pattern, referencego the nodesof the sub-patternsand their
parameterssud asthe o set of the pattern occurrence,a referenceto the text streamin

which it occurs.
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3.3.4.1 lllustration of Recent-Unique Mo de using PDGs

In section 3.3.3, the pattern detection modes were explained using the global
pattern-history. This section, howewer, illustrates the pattern detection modes using
the PDGs. For the exampleshavn in section3.3.3and the gure 3.4,a PDG is usedto
detect the sub-pattern\Ir aq" FOLLOWED BY \missile" in recen-unique mode. Figure
3.7shavs a PDG constructedfor the sub-pattern. When the rst occurrenceof\Ir ag"” is
encourered, the leaf node that correspndsto it propagatesthe occurrenceto the paren
node cortaining FOLLOWED BY. Similarly, the secondoccurrenceof \Ir aq" appears,it
is propagatedto the parert node FOLLOWED BY, replacingthe rst occurrence.Once,
the rst occurrenceof \missile" appears,it is propagatedby the correspnding leaf node
to the parert node to be conmbined with the existing occurrenceof \Ir aq”". The com-
bined set of pattern occurrenced\ I rag?",\ missil e!" g is then propagatedto the parert
node. After propagatingthe conmbined set, both occurrencesof \Ir ag” and \missile" are
discarded. When the secondoccurrenceof \missile" appears, it is propagatedto the
parert node to be conmbined with an existing occurrenceof \Ir ag". Since\lr agq" hasnot
occurredtill the end of the stream as showvn in gure 3.4. This occurrenceof \missile"

will not be used.

3.3.5 Pattern Detection Graph Optimizations

The previous section discussedthe PDG as a medanism to maintain the ow of
the pattern occurrences.This sectionaddressesomeof the e ciency issuesassaiated
with the PDG. It introducesthe naming convertion usedto allow sharing of nodesin a
PDG. It discussesn details the modi cation of the subscriker list to handle the problem
of sharing nodeswith di erent properties/conditions. Finally, it discussedow patterns

can be grouped to be detectedover a singletext stream.
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3.3.5.1 Shared Approac h

As previously mertioned, a single PDG is constructed for eat pattern. This im-
posesmore spaceand computation requiremerts for handling large number of patterns.
Initially , for commonpatterns and sub-patterns, a separatePDG is constructed leading
to multiple detectionsof the samepattern over seeral PDGs. To avoid this, sharing of
the corresppnding PDGs amongthe common patterns and sub-patternsis allowed. All
the nodescorrespnding to patterns are nameduniformly usingthe actual patterns, e.g.
the node correspnding to \information” NEAR \ltering" is namedusingthe pattern,
\information NEAR ltering" . This naming corvertion is usedfor identifying similar
sub-patterns prior to the construction of new PDGs. Thus, an existing pattern's PDG
will be sharedby a new pattern, if both the existing and the new patterns are idertical

or compriseidertical sub-patterns.

3.3.5.2 Shared Approac h with Dieren t Prop erties

The naming convertion allowsusto detectidertical patterns and sharetheir PDGs.
Howeer, in somecasesjdertical patterns may have di erent properties assaiated with
them. For instance,the proximity operator, the distancemay vary from one pattern to
another even though they are identical and the propagation of the pattern occurrences
may not be proper. Considerthe two patterns (\information retrieval query languages"
NEAR (\information” NEAR/2 \ltering")) and ((\information” NEAR/5 \ltering")
NEAR \information retrieval"). Applying the naming corvertion, the PDGs constructed
for these patterns is shavn in gure 3.6. Basedon the naming cornvertion, the sub-
patterns (\information” NEAR/2 \ltering") and (\information" NEAR/5 \ltering")
are consideredto be identical even though the distancevaluesare di erent. The method

of naming the nodes does not incorporate the valuesas it may result in constructing
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Figure 3.6 Sharing of PDGs/sub-PDGs using the modi ed subscriter list.

separate NEAR nodes for ead sub-pattern. For the detecting the sub-patterns, the
distance between the actual occurrencesof \information" and \Itering" is computed
separatelyin eatch NEAR node to verify whether they satisfy the distancevaluesin the
two sub-patterns. Intuitiv ely, if the pattern occurrencesof \information” and\ Itering"”
satis es the distanceof 2, it alsosatis es the distanceof 5. Hence,if the NEAR node is
shared,the distancebetweenthe occurrencesan be computedoncein the best caseand
twice in the worst case.

To allow the sharing of the NEAR node and incorporate the distanceinformation
for the two sub-patterns, the designof the subscriter list has beenmodi ed. The sub-
scriber list provides the medanism to idertify which parert is subscribingto a node
correspnding to a pattern. The subscriker list is modi ed to incorporate the properties
for propagating the pattern occurrencesto the subscrikers. It cortains the referenceto

the parert node and the assaiated condition (i.e., distancevalue). Prior to propagating
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the pattern occurrenceto the parert node, the pattern occurrenceis cheded, if it satis es
the assaiated property, it is propagatedto the appropriate subscribed node.

Using the modi ed subscriker list, the distance betweenthe pattern occurrences
can be computedfor the minimum distanceavailable in the subscriter list. If it satis es
the minimum distance, the occurrencescan be propagatedto all subscriters assaiated
with the distancevaluesgreater than the minimum distance. If the computed distance
doesnot satisfy the minimum distance, it is comparedwith the next minimum distance.
In the worst case,it is comparedagainstall distancevaluesavailable in the list.

Applying this modi cation to the above example,the NEAR node can be shared.
The subscriler list in the NEAR node cortains the distance 2 assaiated with the refer-
enceto the NEAR node correspndingto (\information retrieval querylanguages'™NEAR
(\information" NEAR/2 \ltering")) , and distance 5 asseiated with the NEAR node
correspnding to (\information” NEAR/5 \ltering") NEAR \information retrieval”).

Figure 3.6 shows the PDG for the above examplewith the modi ed subscriker list.

3.3.5.3 Batc h Pattern Detection

In addition, a further optimization is proposedto avoid multiple detectionsover
the sametext stream and to enforcethe sharing of PDGs among common patterns or
sub-patterns. The leaf nodescorrespnding to the system-de nedpatterns, usedto de ne
the scope of detection, are sharedamongthe PDGs. If the beginning of a text streamis
detected, the correspnding leaf node will notify the parert nodessharing it, initiating
the detection of the correspnding patterns all at once. In other words, the patterns
or sub-patterns are grouped together to be detected over the sametext stream using
the sharedPDGs. This reducesmultiple scansof the text stream for eah pattern to a

single scan. Moreover, the pattern or sub-pattern occurrencewill be detectedoncein a
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"Iraq" FOLLOWED BY "missile"
Figure 3.7 for the pattern \Ir aq" FOLLOWED BY \missile" .

text stream. In all, this reducesthe computation and spacerequiremerts in detecting

patterns over the text streams.

3.3.6 Pattern Deletion

So far, addition and detection of patterns using PDGs have been discussed. In
this sectionthe deletion of patterns is addressed. Essemially, to delete user patterns,
the corresppnding PDGs should be discarded. Unlike pattern detection, the deletion of
the patterns is done on a top-down fashion. Deleting of a simple pattern and composite

pattern variesslightly.

3.3.6.1 Simple Patterns

If a simple pattern needsto be deleted, the leaf node that cortains the name of
this simple pattern is deleted,if it is not sharedby another pattern. Its referencesand

parametersstored in the parert nodesare deletedas well.
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3.3.6.2 Comp osite Pattern

In aPDG or sub-PDG correspnding to a composite pattern, the deletionis applied
in top-down fashion. The internal node that cortains the nameof the composite pattern
unsubscrites(i.e., remove the referenceand the assaiated condition from the subscriker
list) from its children nodes. If the children nodesare leaf nodes, they are treated the
sameway mertioned when deleting the simple patterns. Howeer, if the children nodes
are composite, the nodeswill be deletedif they are not sharedwith other patterns, after
removing the assaiated subscriptionsfrom the children nodes. This is applied recursively

down the PDG until leaf nodesare encourtered.



CHAPTER 4
DESIGN OF INF OFIL TER

InfoFilter is a content-basedinformation Itering systemthat analyzestext streams
basedon the content and structural information. It acceptspatterns from users,detects
these patterns and noti es the userswhen their patterns of interest are detectedin the
incoming text streams. This chapter briey discusseshe underlying architecture of
InfoFilter, and other componerts external to the system. It also shonvs how the two
important phasesof information Itering, userspeci cation and pattern detection have

beenincorporated into the InfoFilter system.

4.1 Arc hitecture of InfoFilter system

The InfoFilter systemis basedon a client/server architecture, wherein a group of
clients registerwith a sener to specify patterns of interest. Figure 4.1 shows the various
modulesof the InfoFilter sener: Pattern Validator, ProcessorGraph Generator, Stream
Processorand Pattern Detector. It also shavs the WordNet Databasetool [8] and the
varioustypesofincomingtext streamssud asdocumerts, web pages,online newsarticles
and video captions.

In the client side, userssubmit patterns using Psnoop to the InfoFilter sener
(Figure 4.2). In the InfoFilter sener, these patterns are validated and processedupon
submissionby the pattern validator and pattern processorrespectively. Once processed,
the pattern processorsendsthesepatterns to the graph generator. The graph generator

constructs the PDGs correspnding to the patterns in the pattern detector, and also
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extracts and storesthe keywords, phrasesand regular expressions.enbeddedin these
patterns in a shareddata structure, su x trie.

On the other hand, the stream processorpreprocesseghe incoming text streams
to be matched against the extracted keywords, phrasesand regular expressionsstored
in the shareddata structure. The incoming user patterns are assaiated with di erent
types of streams. That is, a user can specify the type of stream (sudh as email, video)
over which a pattern is to be detected. InfoFilter usesa separatestream parserin the
stream processorand a separatepattern detector for eat type of input stream. Patterns
are accunulated for a streamtype in that pattern detector. This allows the systemto
detect and exploit common patterns over the correspnding PDGs. Figure 4.3 depicts
the stream ow in InfoFilter.

InfoFilter cortinuously monitors multiple types of streaming text, detects simple

pattern occurrencesand noti es the correspnding pattern detectors. The pattern detec-
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tor in turn will detect complexuserpatterns usingthe semairics of the Psnaop operators
and alerts the noti er to sendnoti cations to a userwhen his/her pattern is detected.
Supposea user speci es the pattern \information” NEAR \ltering" to be detectedin
an email stream. A separatepattern detector is usedto detect the pattern in the email
stream. If the pattern is detected, the PDG constructed in this pattern detector is

noti ed.

41.1 Pattern Validator (PV)

Usersspecifying patterns should follow the BNF (seeFigure 3.3) provided by the
pattern speci cation languagePSnoop. Pattern validator (PV) acceptsthe input patterns
in alinear form (i.e., usingin x notation) from the usersaccordingto the Psnoop syrntax.
The PV then cheds thesepatterns for correctnessand oncevalidated thesepatterns are

ser to the pattern processorfor further processing.

4.1.2 Pattern Pro cessor (PP)

The Pattern Processol(PP) acceptsthe patternsin the in x notation and processes
the patterns after corverting them to post x notation [26]. In in X notation, the ordering
of the operandsand operatorsis subtle. To evaluate the pattern, with emphasison the
operator precedenceand minimization in the use of parertheses,the in x notation is
converted to post x notation. Patterns in post x notation are easierto ewvaluate. In
this notation, the operandsprecedethe operators. PP, then sendsthe pattern in post x

notation to the graph generator.

4.1.3 Graph Generator (GG)
Graph Generator (GG) interacts with the pattern detector when the pattern pro-

cessorpasseghe patterns in post x notation. Graph generatorextracts the keywords,
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Figure 4.4 PDG for the pattern \bomb"[SYN].

phrases,regular expressionsand operators to construct the Pattern Detection Graph

(PDG) (seesection3.3.4) in the Pattern Detector (PD). PD is a library that provides

the meansto de ne simpleand composite patterns in InfoFilter. It providesthe necessary
APIs to generatethe PDGs correspnding to the input patterns.

In the graph generator, WordNet [8] Databasetool is usedto determine the syn-
onyms of the extracted keywords, if the synornym option is speci ed. WordNet is a lexical
databasetool, partitioned into nouns, verbs, adjectives and adverbs using the parts of
speet. Nouns are organizedas a lexical hierarchy of nodes. Each node cortains the
meaningof a word, or a synset(a list of synorymouswords). The graph generatorsends
the keywords to WordNet to extract their synoryms. Oncethe synoryms are extracted,
the graph generatorstoresthem.

The extracted synoryms can be handled in two ways. Synoryms are considered
as simple patterns and are incorporated into the construction of the PDG/sub-PDG
using leaf nodes. Leaf nodesare then connectedto an internal node SYN. If any of the
synoryms is detected, the pattern occurrencegets propagatedup the SYN node in the

PDG resulting in the detection of a pattern/sub-pattern. Newertheless,this approadh
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may result in constructing a large number of leaf nodescorrespnding to the synoryms.
This approad has high computational cost. Referto the examplein section 3.2.3.7,if
the pattern \bomb"[SYN] is speci ed. The correspnding PDG showvn in gure 4.4, has
the synoryms of \b omb" storedin the leaf nodes,and a commonnode that correspnds
to the option SYN. To detect the synoryms, the text stream hasto be matched against
the leaf nodes correspnding to the synoryms. This leadsto multiple traversal of the
PDG while detecting a pattern. In the worst case,the comparisonis done with all
synoryms. In general,if there are N synoryms in a sub-PDG, worst casefor matching
the text streamwill be N comparisonswhere N is the number of leaf nodes. Howe\er,
the advantage of this approad is that it allows sharing of synoryms among idertical
patterns/sub-patterns.

Another alternative is to store the synoryms in the shareddata structure, su x
trie, with referencesto the node correspnding to the original pattern. For example,
if the user speci es the keyword \bomb" to be detected on a text stream, the graph
generatorextracts synoryms sud as\bomb", \explosivesdevi@", \weaponry"”, \arms",
\implements of war", \weapons system”, \munition”, \op", \bust", \calorimeter" and
sendsthem to the stream processorto be stored in a sux trie [27]. If any of these
synoryms are detectedin any incoming text stream, it noti es the node mapped to the
word \bomb". The pattern comprising the keyword \bomb" is detected. This approadh
reducesthe cost of the seart time, matching the token with n leaf nodes. Conversely
the su x trie haslessseart time. The limitation involved in this approad is the cost
of inserting these synoryms into the su x trie, which is linear time O(n). The two
approadesare supported in InfoFilter.

After generatingthe PDGs mapped to the patterns and extraction of synoryms,

the graph generatorpasseghis information to a shareddata structure (su x trie).
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4.1.4 Stream Pro cessor (SP)

For eat incoming text stream, the Stream Processor(SP) interacts with the as-
signedPattern Detector (PD), accordingto the type of stream. For example,a stream
processorandling the web pagesinteracts with the PD assaiated with web pages.The
stream processormonitors the text streams. It parsestheseinput streamsto detect the
occurrenceof the storedsimple patterns (keywords, phrases regular expressiongnd syn-
onyms). For eat type of stream, there is a separateparserthat analyzesthe features
asseiated with the type of text stream. For instance, for web pages,an html parser
parsesthe input stream.

Typically, in information ltering systemsthe incoming text streamsneedto be
parsed and patterns needto be detected on the y. Thus, a medanism for parsing
the streamsand matching them against the patterns is required. The rst approad is
to match the tokens generatedby the stream parsersagainst the nodes of the PDGs
correspnding to the patterns. As mertioned before,the leaf nodesof the PDGs cortain
the name of the simple patterns they correspnd to. Hence,the generatedtokens are
matched againstthe the leaf nodesin the PD. Howeer, this leadsto an e ciency issue
when a large number of distinct patterns are submitted to the system. The PDGs are
traversedfor eat token generatedresulting in at most O(n x d) seart time, wheren is
the number of tokens generatedby the stream parserand d is the total number of leaf
nodesin all the PDGs. Besides for eat token, the stream processomust interact with
the PD.

Therefore,to avoid this problem, the simple patterns are stored by the graph gen-
erator in asu x trie/tree. A sux trie is characterizedas spacee cient represemation
and has lessseart time. Both features are required by InfoFilter to detect patterns
on the y. Using the sux trie searting algorithms, the tokens are matched against

the stored words, phrases,regular expressionsand synoryms. For those that do exist,
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Figure 4.5 Input to PDG from Su x Tries.

the stream processornoti es the pattern detector. Figure 4.5 shonvs how a stream is
parsedand tokens are matched against keywords stored in the su x trie. Considerthe
sertence\Thr ee U.S. soldierskilled in Iraq”, the stream processorgeneratesthe tokens
\thr ee" \U.S." , etc. A PDG is constructedfor the pattern \Ir ag" NEAR \U.N." by the
graph generator. The simple patterns \Ir ag" and \U.N." have beenstoredin the su x

trie. Figure 4.5 shavs how the word \Ir ag"” is stored in the su x trie. Following the
generationof the tokens, the look up module in the stream processorsendsthe tokens
su x trie to be matched againstthe stored simple patterns, resulting in the detection of
\Ir ag" and \U.N." . For instance, after receivinga match from the su x trie for \Ir aq",
the stream processornoti es the pattern detector that \Ir aq" has beendetected. The
pattern detector propagatesthe detectedoccurrenceof \Ir aq” from the leaf node to the
parert nodein the PDG. Sameis donefor the occurrenceof \U.N." . If the whole pattern

is detected,the pattern detector alerts the noti er.
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415 Pattern Detector (PD)

The Pattern Detector (PD) is a library that provides APIs to construct the PDGs
for the user patterns. Once simple patterns are detectedin the stream processor,PD
passesthe noti cations to the correspnding leaf nodesleading to the computation of
the assaiated pattern occurrences. As mertioned, the pattern occurrencespropagates
up the PDG, if the leaf nodesof a PDG have beennoti ed. The pattern occurrencesow
up the tree until they read the topmost node. That node triggers the actions assaiated
with that PDG. Initially , whenthe PDG is constructed,the topmost internal node of the
PDG is mapped to the action required oncethe ertire pattern is detected. The action
is typically alerting the notier to send messagedo the user providing him/her with
the streaminformation wherethe pattern hasbeendetected. The stream information is

presen in the pattern occurrences.

4.1.6 Notier

The purpose of the noti er is to handle the noti cations sert to usersif their
patterns are detected. The preferencesof the usersregarding those noti cations are
stored in the notier. Once, the noti er gets alerted that a pattern has beendetected
and that the correspnding PDG is triggered, it sendsnoti cations to the appropriate

usersusing the pattern information (expiration date, userinformation, etc.).



CHAPTER 5
IMPLEMENT ATION

The InfoFilter sener hasbeenimplemened as a stand-alonejava application. Its
underlying architecture has been descrited in the previous chapter. The sener con-
sistsof Pattern Validator(PV), Pattern Processor(PP), Graph Generator (GG), Stream
Processorn(SP), Pattern Detector (PD), Notier and Su x trie (shareddata structure).

This chapter depictsthe implemertation details of ead componert of the InfoFil-
ter sener with emphasison the Pattern Detector (PD). Using Pattern Detector (PD),
section5.3.1illustrates how the patterns are detectedover the Pattern Detection Graphs
(PDGs). Section5.6 explainsthe data structure, how it hasbeenusedand the purpose
of implemerting it. In section5.3.2,there is a brief description of the new operatorsand
the modi cations implemerted for the existing operators. A detailed description includ-
ing algorithms of the operators are explainedin Appendix B. Section 5.8 explains how
Pattern Detection Graphs (PDGs) dealswith the implemertation issuesfor optimizing

the pattern detection. Section5.8 details the deletion of patterns.

5.1 Pattern Validator (PV)

The pattern validator wasimplemerted using a JavaCC parser[28]. It acceptsuser
patterns submitted in a linear form sud as (FREQUENCY /2 (\bomb" FOLLOWED
BY \ground zew")) NEAR \automotive" [SYN]. It parses,validates, and tokenizesthe
patterns basedon the syntax of the Psnoop language. The languagesyntax sud as
NEAR, OR, WITHIN _SENT (de nes sertence boundaries,begin and end of a sertence)

are consideredas tokens and basedon the token de nition, the input is parsed. The

54
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QUOTED_STRING FOLLOWED BY
FOLLOWED BY QUOTED_STRING
QUOTED_STRING QUOTED_STRING
a) Infix Notation (Queue) b) Postfix Notation (Stack)

Figure 5.1In x and Post x Notations.

validator outputs the in x notation of the tokensto a queue. Figure 5.1(a) shavs an
exampleofin x notation generatedfor the sub-pattern\bomb” FOLLOWED BY \ground
zew". Queueis a data structure that hasa conceptof order. In the queue,the ordering
is basedon the order of insertion (First-in-First-out). Thus, if tokensare inserted into
the queue,the ordering of the tokensfollows the in x notation. The output of PV is

then picked up by the processor.

5.2 Pattern Pro cessor (PP)
The pattern processorretrievesthe in x notation from the queueand converts it

to post x notation and placesit in a stakk. Figure 5.1(b) shavs an example of post x

notation generatedfor the sub-pattern \bomb" FOLLOWED BY \ground zew". The
ordering in the stad is First-in-Last-out. This allows for the removal of the operators
and operandsto constructthe graphfor that subexpression.For instance,if the top of the
stad is a binary operator, the following two elemeirts in the stadk constitute the operands
of that operator, preservingthe ordering of the post x notation. The conversion from
inXx to postx is straightforward if parerthesesare not used. Howeer if parertheses
are usedsud asin the pattern (FREQUENCY /2 (\bomb" FOLLOWED BY \ground
zew")) NEAR \automotive" [SYN]. The post x notation of this pattern is ( ( \bomb"
\groundzem" FOLLOWED BY ) 2 FREQUENCY ) \automotive” SYN NEAR. In other
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words, the sub-pattern enclosedin parerthesisis consideredto be the rst operand of

the operator NEAR.

5.3 Pattern Detector (PD)

Pattern detector (PD) is a Java library that providesthe APIs necessaryto con-
struct the Pattern Detection Graphs (PDGs) that detect complexpatterns. Basically, a
javalibrary (LED) [22]had beenimplemerted to createand detectcompositeeverts. This
thesisusesthe LED library with suitable modi cations for the algorithms and cortexts
to detect complex patterns. Se\eral new operators (e.g., Frequency near with a range)
hasbeenaddedand se\eral operators (e.g., within for usewith structural speci cations)
has been modi ed and extendedto capture the semaric requiremerts of information
Itering.

Local Event Detector (LED) detects everts de ned in Event-Condition-Action
(ECA) rules. In other words, when an ewert is detected, the rules or actions assai-
ated with that event are executed. Everts are speci ¢ points of interest. LED utilizes
an ewvernt speci cation language[29 that providesa group of operators comprisedof OR,
AND, NOT, SEQUENCE, APERIODIC, APERIODIC STAR, PERIODIC, PERIODIC
STAR and PLUS. LED supports point-basedsematics while PD supports interval-based
semattics. PD doesnot support the APERIODIC STAR, PERIODIC STAR, and PLUS,
sincethey do not suit the requiremens of information Itering. In PD, the operators
AND and SEQUENCE were modi ed and extendedto incorporate the properties of
NEAR and FOLLOWED BY sud asthe notion of proximity. The semarics of NOT
and its implemertation have beenmodi ed to support the frequency The FREQUENCY
operator was added. Furthermore, a SYN operator, a variant of OR, is addedto accept

n number of operands.
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In LED, the parametersrequired to detect the everts are computedin more than
one context accordingto the sematics of the applications. LED supports various pa-
rameter cortexts, of which none conformedto the requiremerts of information Itering.
In LED, the parameter contexts supported include recen, cumulative, cortinuous, and
chronicle. PD has utilized the recen context as a pattern detection mode for detecting
composite patterns. Howeer, as explainedin section 3.3.3, the recent cortext did not
produceresultsthat are intuitiv ely correctfor the information ltering domain. Thus,in
PD, a newpattern detection mode, recen-unique hasbeenimplemerted to accommalate
the requirements of the information Itering domain.

Analogousto the PD, LED generatesan ewvert graph that maintains the ow of
ewvents while detecting theseewerts. Howewer, in the Pattern Detection Graphs (PDG),
the propagation of pattern occurrencesvaries from the propagationin the event graph

(seesection5.8).

5.3.1 Pattern Detection Graphs (PDGSs)

In InfoFilter, Pattern Detection Graphs(PDGs) are usedto maintain the detec-
tion ow of pattern occurrences.As descriked in chapter 3, the leaf nodesof the PDGs
represen simple patterns and internal nodesrepresemh the composite pattern operators.
Ead node has a subscriter list which is implemerted as a vector that contains the pa-
rameters(frequency distance) asseiated with the patterns and referencego the parert
nodes. Figure 3.6 illustrates the modi cation of the subscriker list. Ead elemen of
the subscriker list hastwo objects { the speci ed distance and the subscrilker. For in-
stance,the nodethat correspndsto the pattern (\Ir ag" FOLLOWED BY/30 \missile")
FOLLOWED BY/10 (\Civilians" FOLLOWED BY/60 \Baghdad") subscrikeswith a
distanceof 30in the node that cortains (\lraq" FOLLOWED BY/30 \missile") and dis-
tance of 60in the nodethat cortains (\Civilians" FOLLOWED BY/60 \Baghdad"). If
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Figure 5.2 (\Ir aq" FOLLOWED BY/30 \missile”) FOLLOWED BY/10 (\Civilians"
FOLLOWED BY/60 \Baghdad").

a simple pattern is detectedin a text streamand the correspnding leaf node is noti ed,

the pattern occurrenceis propagatedto the parernt nodes. The composite pattern is a
combination of simple patterns and Psnoop operators. The composite pattern is ass@i-
ated with a list of parameterlists (parameter lists of the constituert sub-patterns). The
propagation of the composite pattern occurrencess dependen on the parameterdetec-
tion mode. The pattern detection mode is indicated by integersin the nodesof a PDG.
For instance,the pattern occurrenceis propagatedin recer-unique if the correspnding
integeris non-zero. The integerin the nodesare setusing an API that de nes the action
(sendingnoti cations to the noti er) to be executedif a pattern is detected. The PDG

is recursiwely traversedin a top down fashionto set the correspnding integersin the
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nodes encourtered. The recen-unique pattern detection mode has been encapsulated
into the algorithm that dealswith the semarics of ead operator. This keepsthe system
manageableand makesit easyto implemert seeminglycomplexpattern detection modes.
Appendix A discusseghe algorithms in details.

In a PDG, the leaf receivesthe noti cation of an occurrenceof a pattern and are
immediately passedo the subscriter nodesalongwith the parameters. There is no need
to delay the propagation thereby requiring storageat a leaf node. Howeer, in internal
nodes,atable is usedto storeoccurrence®f the constituert sub-patterns. This isrequired
aspattern occurrencescan occur at di erent times, and until a matching pattern (or the
terminator) for that operator arrives,the pattern needso be storedand managed(for the
recent-unique cortext). Ead elemet in the table is comprisedof a pattern occurrence
and a set of bits indicating the pattern detection mode assaiated with the pattern. For
a simple pattern, the pattern occurrenceis represeted by a singletonset. For composite
patterns, the pattern occurrenceis represeted asa set of pattern occurrences.The size
of this setincreasesasit movesup the graph. When a pattern occurrenceparticipates in
detecting a composite pattern in a particular mode, the correspnding mode bit is reset
accordingto its semairtics.

The parametersof a simple pattern are the argumerts assaiated with the pattern,
sud asthe valuesof the pattern whetherit is a keyword, a phraseor a regular expression.
The o set of the pattern occurrenceis consideredto be one of the parametersthat are
stored for computing the proximity of patterns. The nameof the pattern or the position
of the parameter in the list is usedto accessthe parametersin the list. To support
sud accessthe parameterand its name are both stored in a hashable that mapsthe
parameter nameswith the parameter nodes. The parameter node storesthe type and
value of the parameter. The list of parameterlists in the composite nodesis implemerted

asa vector to allow both sequetial or positional accesgo the stored parameterlists.
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Figure 5.3 Computing distance betweentwo non-overlapping patterns.

5.3.2 Psnoop Operators
PD supports the semarics of Psnoop. It incorporates the newly implemenred

operators, modi ed operators and their semartics.

NEAR and FOLLO WED BY: In PD, for NEAR and FOLLOWED BY operators,
the algorithm of computing the distancehasbeenimplemerted. Distance between
simple patterns is computedusingthe o set of the simple pattern occurrences.For
instance, considerthe sub-pattern \Ir aq" FOLLOWED BY/10 \missile". Let us
assumethat the word \Ir aq" occurredat the o set 3 with respect to the beginning
of the stream and \missile" at o set 5. For simple patterns, the initiating and
terminating patterns are the same. Thus, the o set of the initiating pattern (3) is
subtracted from the terminating pattern (5). The result is then comparedto the
distance,if it is lessor equalto that value. The distanceis satis ed detecting the
occurrenceof that pattern.

Similarly, the distance between non-overlapping composite patterns is computed
by subtracting the o set of the initiating sub-pattern from the terminating sub-
pattern. As another example, considerthe pattern (\Iir aq" FOLLOWED BY/10
\missile”) FOLLOWED BY/15 (\Civilians" FOLLOWED BY \Baghdad"). As-
sumethat the sub-patterns (\Ir aq" FOLLOWED BY/10 \missile") and (\Civil-

ians" FOLLOWED BY \Baghdad") have occurredwith the Iraq at o set 70, missile
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at 96, Civilians at 100, and Baghdadat 131,asshavn in gure 5.3. The distance

betweenthe two sub-patternsis computedby subtracting 96 (end o set of the rst
pattern) from 100 (start o set of the secondpattern). The result is 4 which is
lessthan the distance 15, thus detecting the pattern (\Ir ag" FOLLOWED BY/10
\missile”) FOLLOWED BY/15 (\Civilians" FOLLOWED BY \Baghdad").

FREQUENCY: It is a unary operator that hasthe parameterfrequency a user spec-

NOT:

SYN:

ied number that represets the minimum number of occurrences. The operator
has a counter assaiated with the pattern occurrence,if the number exceedsthe
speci ed frequency the operator propagatesthe pattern occurrences.
patternOccurreneCounter++;
if(patternOccurreneCounter==fregquency)
Propagatethe pattern occurrenasto the subscriled parents
In LED, NOT operator does not support the frequency According to Psnoop
sematics in PD, if the frequencyis not one (the default) in the NOT operator,
then similar to the FREQUENCY operator, a courter is usedto keep record of
the number of times a pattern has occurred in betweentwo patterns de ned by
the NOT operator. If the courter exceedshe speci ed frequency the pattern is
not detected. NOT operator is a ternary operator that has three patterns, two
usedto de ne the scope/range of detection. Those two patterns can be simple
or composite. In the actual implemenation, the default patterns that de nes the
scope of detection are BeginStream and EndStream indicating the beginning and
end of the text stream respectively.
SYN has beenincorporated in PD as an option. The algorithm for the SYN
option has adopted the semattics of the OR operator. It has beenextendedto
acceptN operands. The N operandsare extracted by the graph generatorusing

the WordNet Databasetool. The WordNet Databasetool extracts
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5.4 Graph Generator (GG)

The graph generator reads the post x notation, inserted into the stadk by the
pattern processorto construct the PDG in the pattern detector. As mertioned earlier,
the graph generatorinteracts with WordNet databasetool to extract synoryms of words.
The graph generatorusesJava WordNet Library (JWNL) [30]to provide this interaction.
In JWNL, the method call to extract the synoryms of a word is given as:

IndexWord wordindex = Dictionary.getinstance().

getindexWod(POS.NOUN, \bomb");

Synset[] synonyms= wordIindex.getSenses();
Essetially, Synsetis a set of synoryms, where ead synorym is considereda di erent
senseof the original word. In WordNet, a singleword can have many sensesbut not all
sensesre consideredto be accurate. In information retrieval, this problem is considered
asWor d Sense Disambiguation [31]. According to the userpatterns speci ed using
Psnoop, it is dicult to determine which word senseis required. In InfoFilter, this
problem has beentackled by allowing the extraction of the synoryms appearing in the
rst senseof the word.

To construct the PDGs, the graph generatorusesthe appropriate PD APIls accord-
ing to the tokensread from the post x notation storedin the stack. For instance,if the
token is a binary operator sud as NEAR, the graph generator pops the operands. If
any of the operandsis a simple pattern, the graph generatorusesthe API for creating
the leaf node in a PDG, and then passeghe referenceof the leaf node. The referenceis
usedby the API for constructing the internal node correspnding to the binary operator.
Similarly, if any of the operandsis a composite pattern the referenceto the internal node
in the sub-PDG that correspndsto that pattern is usedby the API for constructing the

internal node correspnding to the binary operator.
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While constructing the PDGs, the graph generatorsendsthe extracted keywords,

phrases,regular expressionsand synoryms to be storedin the su x trie.

5.5 Stream Pro cessor (SP)

The stream processorparses,and tokenizesthe incoming streams. A parser for
handling unstructured text hasbeenimplemerted using the Breaklterator Classin java.
The Breaklterator Classcan detect text boundariessud as word boundaries,sernence
boundaries,etc. The Java DOM parseris usedto handle xml documers embeddedin
html pagesand an html parserfor parsing web pages.

The parser should extract the textual information presen in the text streams.
The textual information is then tokenizedusing the Breaklterator. The tokensare then
matched against the extracted keywords, phrases,and regular expressionsstored in the
su x tries (seesection5.6). If there is a match, the stream processomoti es the PD.

In addition to generatingthe noti cation when simple pattern occurrencesare
detected, the stream processoris also responsible for detecting structural pre-de ned

simple patterns sud as begin-setence and end-setence.

5.6 Sux Tries (Shared Data Structure)

Su x tries are constructedover all the su xes of the text. Sux tries are charac-
terized asspacee cien t and have lessseart time for small text [5][32][33].Furthermore,
the seard algorithm of the su x trie canbe usedto seart words, pre xes, su xes, sub-
strings and regular expressionsIn the su x trie, ead position in the text is considered
to be a text sux. The start and end position of the su xes, represeted by the sub-
tries, are stored in the nodesof the trie [34]. Sux trie for the keywords \bomb" and

\Ir aq" are shown in Figure 5.4. In this su x trie, the branchesconnectedto the root



64

node are labeled in alphabetical order. For instance, the branch that is labeled\b" is
connectedto the node that cortains pointers and indicesof the su xes \omb$', and\ $'
respectively. The dollar symbol($) is usedto mark the end of the word. The su x trie

usedin InfoFilter hasbeenimplemerted in java.

5.6.1 Inserting patterns into a sux trie

The construction algorithm starts with the root node that represets empty string.
This is the node from wherethe construction begins. Considerthe insertion of the string
\Ir agd". Number the word from left to right, from 1 to n, wheren is the length of the
word. In this example,it is 5 (for \Ir ags"). The su xes are insertedinto the trie in the
order su x(1,5), sux(2,5), and soon. 1 represets the location from wherethe su x
start. Sosux(2,5) starts at 2 and endsat 5 (i.e., \rags'). The word is scannedfrom
left to right.

The insertion starts from the root sincethere is no edge/brand from the root node
that starts with \I". Therefore, an edgelabeled\lrag$" is added and in the node a
referencepointer to the PDG correspnding to the string \Iraq" is stored. Next, the
sux (2,5) isinserted, starting from the root. There is no edgethat starts with r, hence
another edgeis added to the root that is labeled \raq$". This is repeated until the
end of the string (i.e., insert su x(3,5), sux(4,5), sux(5,5)). Note that if thereis a
branch that hasthe samelabel asthe su x, a pointer is addedto the node to refer to

the correspnding PDG.

5.6.2 Searching for patterns in a sux trie
To look for the patterns in the input stream, stream processomatchesthe tokens,
generatedby the parsingprocesswith the patterns storedin the su x trie. Considerthe

text in Figure A.1, the stream processorprocesseshe rst line of the text \Thr ee U.S.
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Figure 5.4 Su x tries for the words\Ir aq" and \bomb".

soldierskilled in Iraq" and generatesthe following tokens, \thr ee”, \U.S." , \soldiers",
\Kkil led”, \in" , and\Ir ag.". To seart for \Ir aq" in the su x trie, the token\Ir aq" gets
numbered from left to right starting at 1. The seart starts with the root node and it
follows the branch that is labeled with \i" . Then, it comparesthe remaining indices
with the pattern indices. If the indicesare equal,it comparesthe secondcharacter of the
token \r" , if there is a match it cortinues comparingthe remaining characters. Hence,
\r"  matcheswith \r" , \@" with \q", and so forth, until the label and the token are
consumed. Thus the match is consideredto be successfulsincethe node has a pointer
that correspnds to the word \Ir ag”. Finally, the stream processortriggers the PDG
mapped to the word \Ir aq".

So far this section has explainedthe su x tries and how they are usedto store
and match keywords and phrases.Howewer, in this system, regular expressionsare also
supported. To represeh a regular expressionin a su x trie, the wild-cards are consid-
ered as characters. Thus, the construction of the su x trie for a regular expressionis
similar to words and phrases. Figure 5.5 shavs a su x trie for the regular expression

\info*".  Howewer, when seartiing, the functionality of the wild-cards are considered.
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Figure 5.5 Su x tries for the words\info*" and \info*g" .

While searting in the sux trie, if a wild-card is encourtered, the matching is done
accordingto the type of wild-card (i.e., ? matchesa single character). For instance,to
seard for \information" in the su x trie shovn in gure 5.5,the charactersmatch until
the wild-card \*" is encourtered. Sincethere is no character after the wild-card, the *
matchesthe rest of the word \information".

If there is a character after the wild-card *, the length n of the remaining branch
label is computed. If the last n charactersof the token matchesthe characters,the seart

is successful.

5.7 Notier
The noti er sendsnoti cations to usersusing email messagesThe noti er isim-
plemerted using Java Mail APIs [35to sendmessage$o userssubscribingto the system.
The following code illustrates how the emailsare sert.
public void postMail(String recipients| ], String subjest, String message,

String from) throws MessagingExeption f
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String from = args[1];
String to = args[2];
Il Get systemproperties
Properties props System.getPoperties();
/[ Setupmail server
props.put("mail.smtp.host", host);
Il Get systemproperties
Properties props= System.getPoperties();
/[ Setupmail server
props.put("mail.smtp.host", host);
Il Get session
Sessionsession= Session.getDefaultinstare(props, null);
/[ De ne message
MimeMessaganessage= new MimeMessage(session);
Il Setthe from address
message.setfom(new InternetAddress(flom));
/I Setthe to address
message.add®ipient(Message.RcipientType.TO,
new InternetAddress(to));
I/l Setthe subject
message.setSulg"Hel lo JavaMail");
Il Setthe content
message.set@xt("Welcometo JavaMail");
/I Sendmessage
Transprt.send(message);

/I Get session



68

SessionsessionSession.getDefaultinstare(props, null);
/[ De ne message

MimeMessagemessagaenew MimeMessage(session);
/I Setthe from address

message.setfom(new InternetAddress(flrom));

Il Setthe to address
message.add®ipient(Message.RcipientType.TO, newInternetAddress(to));
I/l Setthe subject

message.setSulgg"Hel lo JavaMail");

/I Setthe content

message.set@xt("Welcometo JavaMail");

/I Sendmessage

Transprt.send(message);

5.8 Pattern Detection Optimizations

Following the initialization of PD, an instanceof the PD is createdfor ead type of

input stream. This instancestoresthe nameof all patterns and their assaiated handles

in a Hashable. As mertioned earlier, for ead simple pattern a leaf node is createdin

a PDG. The pattern detector maintains a hashable that storesthe a mapping between

the pattern namesand pattern nodes.

In Chapter 3, a naming corvertion was introducedto allow sharing of nodesin

PDGs in orderto reducespaceand computation cost. The namingconvertion is basedon

the patterns. The nodesare namedusingthe actual patterns or sub-patternsthey corre-

spond to, with spacebeingreplacedasan underscorecharacter. For instance,Figure 5.6
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Figure 5.6 Sharing of nodesusing the naming convertion.

shows the sub-pattern\Ir ag" FOLLOWED BY \missile", the name of the internal node
mappedto this composite sub-pattern carriesthe name,\ir agFOLLOWED _BY _missile".
Essemially, this naming corvertion allows the graph generatorto detectif a node exists
(i.e., mapped to an idertical pattern). For this purpose,the graph generatorusesthe
hashable that mapsthe nodesto the patterns in the PD.

Another optimization for sharing the nodesin the PDG has beenimplemerted.
When sharingis allowed, idertical patterns can be represeted by the samePDG. How-
ewer, if a pattern consistsof iderntical sub-patterns (i.e., a binary operator having the
left and right patterns as idertical patterns), this raisesa problem of which pattern is
detected,the left or the right pattern. Moreover, whetherto propagatethe pattern occur-
renceasa left pattern occurrenceor aright pattern occurrence.To di erentiate between
a sharednode that hasthe sameparert node, a left and right label is addedto the node.
If a pattern occurrenceis propagatedfrom the left node, the pattern occurrencecortains

the label left, and the samefor the right node. In ternary operators sud as NOT, and
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WITHIN, the middle node hasa third label middle indicating a pattern occurrenceprop-

agatedby the middle node. This optimization hasbeenincorporated into the semarnics
of the operators supported by PD.

As canbe obsened from Figure 5.6, the internal node correspnding to the pattern
(\Ir ag" FOLLOWED BY \missile") FOLLOWED BY/10 (\Civilians" FOLLOWED BY
\Baghdad") is namedusing the pattern. Howeer, the distance 10 is not included. The
parametersassaiated with the patterns are not includedto reducethe computation cost
as explained previously in chapter 3. Basedon the LED framework, the PD does not
support the sharing of nodes. During the construction phase,if a node existsin a PDG,
the PD doesnot create a new one. Howeer, after the adding the optimized approach
of sharing the nodes,a medanism s required to add distancevaluesto existing nodes.
The construction of PDGs is done from leaf nodesto the root. When a NEAR / FOL-
LOWED BY operator is constructed or shared,a distancevalue is added. At the point
of construction, the children node hasno information about the parert nodes/subscriked
nodesunlessa parert node subscrikesto it. The subscription is done when the parent
node is constructed. Therefore,two temporary variables,implemerted asan array list of
2 elemetts, is usedto storethe distancevaluesin the order they are added. The rst ele-
mert is mappedto the left operand, and secondelemen is mappedto the right operand.
Typically, oneparert node subscrikesto a children node during the construction, unless
a pattern cortains two idertical sub-patterns,i.e.,left and right operandsare equal.

Considerthe pattern (\Ir aq" FOLLOWED BY/10 \missile") NEAR (\Ir ag" FOL-
LOWED BY/30 \missile") . First, construct the PDG for the sub-pattern (\Ir aq" FOL-
LOWED BY/10 \missile”) . Two leaf nodes are constructed represeting \lraq" and
\missile”. The FOLLOWED BY operator is constructedwith the value 10 storedin the
rst elemen of the temporary variable. Then, a PDG for the secondsub-pattern (\Ir ag"

FOLLOWED BY/30 \missile") is constructed. Note that basedon the naming corven-
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Figure 5.7 Using the temporary variable during construction of the PDG.
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tion, the PDG for the secondsub-pattern already exists. Instead of constructing a new
one, the new distancevalue is addedand it is storedin the secondelemen of the array
list. When the NEAR node is constructed, it subscribesto the samenode, rst with
distance 10 and the next with distance 30. It extracts the distancein the rst elemen
sinceit is mapped to the left operand and add it to the subscriter list assaiated with
a referenceto itself. Samething is applied to the secondelemen. Figure 5.7 illustrates

the construction of the PDG for the above example.

5.9 Pattern Deletion

In InfoFilter, for ead user pattern a PDG is constructed to detect the pattern.
When a pattern is deleted,the PDG should also be deletedto prevent the systemfrom
detecting the pattern. Howewer, sharing of nodes imposesa problem while deleting a
pattern. If a PDG is deletedand it is sharedby another existing pattern, it leadsto
loss of information. Unsubscribing the pattern overcomesthese problems. In gure
5.8, two patterns (\ir ag" FOLLOWED BY (FREQUENCY/2(\missile")) and (FRE-
QUENCY/2(\missile”) NEAR \nuclear") share nodesin their PDGs. Consider dele-
tion of the rst pattern (\ir aq" FOLLOWED BY (FREQUENCY/2(\missile")) . In the
sharednode that correspndsto the pattern FREQUENCY/2(\missile") , the ertries in
the subscriker list assa@iated with the deletedpattern are removed. Pattern occurrences
are propagatedto the parert nodespresei in the subscriker list. If the subscriker list
is empty, the propagation of pattern occurrencess stopped, asshovn in gure 5.8. The
leaf node \ir ag" and the internal node \FB" are both deletedfrom the PDG after they
unsubscrike from the node \F Q". A node is deletedby removing its mapping between

the name of the pattern and the node in the hasltable presen in the PD instance.
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Figure 5.8 Deleting Patterns and their correspnding PDGs.



CHAPTER 6
CONCLUSIONS AND FUTURE WORK

In this thesis,we have preseited InfoFilter, a content-basedsystemfor ltering text
streams. InfoFilter hasbeendewloped with anintent to support expressie userpatterns
using Psnoop and to provide onthe y Itering and noti cation on various streams. We
have implemerted an InfoFilter sener that consistsof Pattern Validator (PV), Processor
(PP), Detector (PD), Graph Generator (GG), and Stream Processor(SP).

Psnoop, proposedand deweloped in this thesis, overcomesthe limitations of the
Information Retrieval Query Languagescurrertly usedfor specifying user patterns. It
provides a complete set of pattern operators and options sud as frequency synonyms
followed by, Boolean operators, structural, wild card, and proximity. FREQUENCY op-
erator allows the userto specify minimum number of occurrencesfor a speci ¢ pattern.
SYN option is a shorthand of specifying single-word patterns that carry the samemean-
ing. As mertioned in the thesis, SYN adds exibilit y to user speci cation and reduces
detection cost. Boolean operators support the capabilities of the corvertional Boolean
operatorswith someextensionssuc asthe frequencyoption addedto the NOT operator.
Using proximity operators (NEAR and FOLLOWED BY), userscan specify correlated
patterns. To our best of knowledge, correlation among patterns has not beenyet pro-
vided in information lItering literature. Context queriesallows speci cation of correlated
words and not complex patterns.

The semattics of Psnaop operatorsare interval-based,wherea pattern is considered
to occur over an interval de ned by a start o set and end o set. The formal characteri-

zation of Psnoop operators were de ned in unrestricted detection mode. In unrestricted
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mode, not all pattern occurrencegetained were needed.A naive approad adopting the

recent cortext, introducedin ewert detection literature, was applied to enforcethe no-

tion of proximity while detecting patterns. It considersthe recen pattern occurrences.
This mode has further been extendedto recent-unique mode where patterns that are
consumedin detecting composite patterns are discarded. This capability doesnot allow

generationof duplicate pattern occurrencesasin the naive approad.

E cien t medanismfor detecting thesecomplexpatterns using the Pattern Detec-
tion Graphs,and their optimizations hasbeendiscussed.Sharingof PDGs and subPDGs
hasbeenallowed amongidentical patterns to reducethe detection costincluding storage,
propagation and merging of pattern occurrences. By detecting similar patterns over a
singlePDG, pattern occurrencesare retained in a singlePDG instead of separatePDGs.
In addition to the above, sharing allows detection of multiple patterns over a singletext
stream, i.e. batch processingof patterns. This is done by sharing the nodescorrespnd-
ing to the structural elemetts of text streamssud asthe beginning of a stream or end
of stream. Oncethe beginningof a streamis detected,the sharednode correspnding to
it is noti ed initiating the detection of the PDGs sharingit. Also, a further optimization
wasintroducedto handle sharing of nodesincorporating distancevalues. The subscriber
list, usedto retain referencedo parernt or subscrited nodes,was modi ed to include the
distance values asseiated with the referencedo the parert nodes. This increasesthe
e ciency of computing distancebetweenpatterns. For detecting composite patterns that
have identical sub-patterns,with the referenceto the parert node, a label is attached to
identify the pattern occurrencewhetherit is a left pattern occurrenceor a right pattern
occurrence.

In this thesis,a su x trie wasusedto speedup the seard time takento look up the
tokens. Extracted words, phrases,synoryms and regular expressionsare stored by the

graph generatorin the su x trie. A modi cation of the su x trie hasbeenimplemened
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to incorporate the featuresrequiredin this system. In the nodesofthe su x trie, pointers
to the correspnding leaf nodesof the PDGs are stored. Su x trie is sharedby the Graph
Generator (GG) and the Stream processor(SP).

InfoFilter can be extendedin a number of ways. Psnoop can be extended by
allowing complexregular expressiongnd synoryms for phrases.Higher level speci cation
of patterns that can be corverted into Psnoop is another direction. We plan on linking
InfoFilter with the web monitoring system (WebVigiL) [36] to Iter web cortents in
a selective manner. In order to processXML streams, only the stream processorand
pattern validator modules of the InfoFilter architecture needto be extendedto handle
the structure of XML elemetts. The systemcan also be extendedto seard for patterns
in an ertire web and for the generationof web ontology basedon the patterns detectedin
web pagesin a web sener. Handling of appraximate pattern matching can be explored
further. Psnoop operators can also be formalized using the recen unique cortext. In
the long term, this work can be extendedto incorporate adaptive ltering, discovering

patterns that can be of an interest to the user.
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In this appendix, we presen an examplefor illustrating how patterns are detected

using the Pattern Detection Graphs (PDGSs) in the Recenn Unique mode.

A.1l Example

Considera real-world examplewhere a newsanalyst is analyzing the latest news.
The analystis interestedin detecting the word \Ir aq" occurring prior to two occurrences
of \missile" appearing within a paragraph. This pattern can be speci ed in Psnoop as
follows:

\Ir aq" FOLLOWED BY (FREQUENCY/2(\missile”) WITHIN PARAGRAPH))
The pattern is processedand the correspnding PDG is constructedin the pattern de-
tector. Figure A.3(a) shows the PDG for this pattern.

Supposethe article shavn in gure A.1 hasbeenprocessedand tokenizedby the
stream processor. An o set line shovn in gure A.2 illustrates the occurrencesof the
simple patterns correspnding to the pattern that is to be detected (i.e., \Ir aq" and
\missile™ ).

Detecting these patterns over the PDG is illustrated in gure A.3. In recen-
unique mode, the rst occurrenceof Iraq is propagatedfrom the leaf node correspnding
to \Ir aq" to the parert node FOLLOWED BY. Then, it is replacedby the secondoc-
currenceas shovn in gure A.3(b). Again, the secondoccurrenceis replacedand also
the third occurrence. At o set 400the rst occurrenceof \missile" is detected, it is
propagatedto the FREQUENCY operator. The number of occurrencess computed, it
doesnot equal or greater than the frequencyspeci ed. Thus, it is retained. The sec-
ond occurrenceof missile is propagatedwhen it occurs at o set 421. The number of
occurrencesaccunulated in the FREQUENCY node is computed and comparedto the
speci ed frequency It has satis ed the frequencythis time. Henceit is propagatedto

the WITHIN operator. The WITHIN operator in turn propagatesthe occurrencesf the
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Three U.S. soldiers killed in Iraq

MOSUNN) -- Attacks on U.S. convoys killed three American soldiers Sunday, i ncluding two
who were dragged from a car and looted after they were shot in t he northern Iraqi city of Mosul,
according to witnesses.

Despite the losses, a U.S. military spokesman in Baghdad said gterrilla attacks on occupation forces
were becoming less significant.

"This is an enemy that cannot defeat us militarily, and in engagement after engagement we see the enemy
breaking off, running away," Brig. Gen. Mark Kimmitt told reporters.

The soldiers who died in Mosul were hit by gunfire while riding in a civilian vehicle, two winesses told CNN.
An Army spokesman said the soldiers were from the 101st AirborneDivision, which is based in Mosul.

A military spokesman disputed the accuracy of eyewitness reportsthat after the soldiers were shot, men
came and cut their throats while they remained in the vehicle. US. Army Maj. Trey Cates, a spokesman for
the 101st Airborne Division, told CNN the Army's investigation showed their bodies had no stab wounds or
slash wounds.

Military sources who wished to remain anonymous confirmed otheraccounts that a crowd of Iraqgis, including
children, dragged the bodies from the vehicle and stripped themof personal effects and weapons.

Another U.S. soldier was killed and two were wounded Sunday morring near Ba'qubah, north of Baghdad,
when a military convoy hit a roadside bomb, according to a spokesman for the 4th Infantry Division.

The wounded soldiers are in a stable condition, the spokesman sad.
In addition, vehicle accidents claimed the lives of three othersoldiers Friday and Saturday, and Iragi sources
said an Iragi police colonel charged with security at oil instalations was shot and killed in northerb

The deaths bring the total number of U.S. soldiers killed in tr to 432 -- 300 of them under hostile
conditions.

Since May 1, when President Bush declared the end of major comba operations, 290 U.S. troops have died,
185 from hostile fire.

No reliable estimate of Iraqgi deaths over the course of the confict is available. The Associated Press reported
an estimated 3,240 civilian Iragi deaths between March 20 and Apil 20, but the AP said the figure was based
on records of only half of Iraq's hospitals and that the actualnumber was thought to be significantly higher.

Civilian flights suspended aftttack: U.S. authorities suspended civilian flights into Baghdad's
international airport Sunday after a cargo plane was damaged bya surface-to-aif missile oyer the weekend.

Military air traffic into Baghdad will continue, Coalition Provsional Authority spokesman Dan Senor said.

A DHL flight was struck by a surface—to-aiortly after takeoff Saturday from Baghdad, military
officials said. Th4 missile st}uck one of the jet's engines, and the aircraft returned safdy to the airport, its left

wing ablaze. No one was hurt.

The U.S. Air Force is conducting an investigation into the attadk, Kimmitt said.
DHL and passenger carrier Royal Jordanian Airlines are the onlycompanies flying into Baghdad.

Figure A.1 Detected patterns in an article postedin CNN website.
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P,: draq®
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BP: Beginning of a paragraph

Figure A.2 O set line represeting the pattern occurrencesn the article.

beginning of the paragraphwhich occursat o set 395and the two occurrencesof missile
to the FOLLOWED BY operator. In the FOLLOWED BY operator, the fourth occur-
renceof \Ir aq" is conbined with the occurrencespropagatedby the WITHIN operator.
They are conbined sincethe end o set of \Ir aq" (306) is lessthan the start o set of
the sub pattern FREQUENCY/2(\missile™) (395)(i.e., they are not overlapping). Once
they are conbined, the pattern occurrencesare propagatedto the WITHIN operator that
starts the detection of the patterns over a text stream. The WITHIN operator noti es
the noti er that this pattern hasbeendetectedproviding the name of the text stream.
Note in gure A.4 that \missile" occurstwice at o sets 447 and 458 respectively
after another paragraphstarted. Newerthelessasshown in the gure A.5(m), the pattern
occurrencesare not consumedsincethere is no occurrenceof \Ir ag” to combine it with.

Thus, they are not used.
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In this appendix, the algorithm for detecting the composite patterns using the

Recen Unique pattern detection mode is illustrated.

B.1 Algorithms for Recent-Unique Pattern Detection Mo de
OR( Py, P,): In the recen-unique mode, if P, or P, is detected,it is propagatedto the
parert nodeswith the start o set and end o set. For simple patterns, the start

o set and end o set are the same.

PROCEDURE or_recerunique( P;, parameteclist)
For any pattern <p> detected

Propagateto the parerts with starto set(p) and endo set(p)

NEAR/D( P31, Py): In the recent-unique mode, if an instance of P; is detected, P,'s
list is chedked for a recen occurrenceof P,. If P,'s list corntains the recen oc-
currence,the NEAR node propagatesthe occurrencesof P, and P,. To do that
the NEAR node cheds the subscriker list. If a distance value has beenspeci ed
for a parert node, the distance is computed between the two occurrences. The
di erence betweenthe end o set of P, and start o set of P; is computed. If the
distance computedis lessthan the speci ed distancethen the pattern occurrences
are propagatedto the correspnding parert node. Then, P;'s and P;'s lists are
ushed. Sincethe subscriter list is ordered basedon distance values. The rst
subscriler in the list hasthe minimum distance. Thus, if the distance computed
betweenthe pattern occurrencessatis es the minimum distance value, then they
are propagatedto all the parernt nodesthat have distance valuesgreater than the

minimum distance. If the distancedoesnot satisfy the minimum distance,then the
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computeddistanceis comparedagainstthe next minimum distance. All the above

is repeatedif a pattern occurrenceP; is detected.

PROCEDURE near.recenunique(P;, parameterlist)
if pattern p; is detected
if P,'s list is not empty and starto set( p,) starto set( p;)
and endo set(p,) endo set(p;)
while subscrikerList is not empty
for i:1 to size(subscrilerList)
if subscrikerList[i].distance is speci ed

if (starto set( po)- endo set(p;)) subsciberList[i].distance

for j:i to size(subscriler list)
Propagatep,, p; to the parernt with starto set(p,)
and endo set(p;)

Remove p, and p; from P,, P, lists
break

else
incremert i by one

else

fori: 1ton

Propagatep,, p; to the parernt with starto set( p,)
and endo set(p,)
Remove p, and p; from the P,, P, lists
else

Replacep; in Py lists



87

if pattern p, is detected
if Py's list is not empty and starto set( p;) starto set( p,)
and endo set(p;) endo set(p,)
while subscrikerList is not empty
for i:1 to size(subscrilerList)
if subscrikerList[i].distance is speci ed
if (starto set( po)- endo set(p;)) subscrikerList[i].distance
for j:i to size(subscriler list)
Propagatep;, p. to the parernt with starto set( p;)
and endo set(p,)
Remove p; and p, from Py, P, lists
break
else
incremert i by one
else
fori: 1ton
Propagateps, p, to the parert with starto set( p;)
and endo set(p,)

Remove p; and p, from the P4, P, lists

FOLLO WED BY/D( P4, Py): In the recen-unique mode, if an instance of P, is de-
tected, it replacesthe recern instancein P,'s list. If an occurrenceof P, is detected,
P.'s list is chedked for a recen occurrenceof P;. If P;'s list cortains the recen
occurrence,the FOLLOWED BY node propagatesthe occurrencesof P, and P5.
To do that the FOLLOWED BY node cheds the subscriter list. If a distance

value has beenspeci ed for a parert node, the distanceis computed betweenthe
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two occurrences.The di erence betweenthe end o set of P, and start o set of P,
is computed. If the distancecomputedis lessthan the speci ed distancethen the
pattern occurrencesare propagatedto the correspnding parert node. Then, P;'s
and P,'s lists are ushed. Sincethe subscriter list is orderedbasedon distanceval-
ues. The rst subscrikerin the list hasthe minimum distance. Thus, if the distance
computed betweenthe pattern occurrencessatis es the minimum distance value,
then they are propagatedto all the parert nodesthat have distancevaluesgreater
than the minimum distance. If the distancedoesnot satisfy the minimum distance,

then the computed distanceis comparedagainstthe next minimum distance.

PROCEDURE followedhy_recenunique(P;, parameterlist)
if pattern p, is detected

Replacep; in Py lists

if pattern p, is detected
if Py's list is not empty and starto set( p,) endo set(p;)
while subscrikerList is not empty
for i:1 to size(subscrilerList)
if subscrikerList[i].distance is speci ed
if (starto set( p,)- endo set(p;)) subsciberList[i].distance
for j:i to size(subscriler list)
Propagatep;, p. to the parernt with starto set( p;)

and endo set(p,)

Remove p; and p, from Py, P, lists

break

else
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incremert i by one
else
fori: 1ton
Propagateps, p, to the parent with starto set( p;)
and endo set(p,)

Remove p; and p, from the Py, P, lists

NOT/F( Py)(P.,P3): In the recent-unique mode, if an instance of P, is detected, it
replacesthe recen instancein P;'s list. If an occurrenceof P, is detected, it is
inserted into P,'s lists. In NOT operator, all occurrencesof P, are accumulated
provided that there they occur after the endo set of the recent occurrenceof P,
and prior to the starto set of the pattern occurrenceof P;. When an occurrence
of P3 is detected,P;'s list is not empty, and the number of occurrencesof P, is less
than the speci ed frequency the occurrencesof P; and P; are propagatedto the
subscrikers. After detection, P;'s and Ps3's lists are ushed and if P,'s list is not

empty, it is also ushed.

PROCEDURE not_recenunique(P;, parameterlist)
if pattern p; is detected

Replacep; in Py lists

if pattern p, is detected
if P;'s list is not empty and endo set(p;)< starto set( p,)

Insert p, into P lists

if pattern p; is detected

if P.'s list is not empty and endo set(p;)< starto set( ps)
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if P,'s list is not empty

for all py's in Py's list
if endo set(p,)> starto set( ps)
Remove p, from the P;'s lists
if sizePy's list) F
if Py's list is not empty
Flush P4's list and P3's lists
else
Propagatep;, ps to the parernt with starto set( p;)
and endo set(ps)
if P,'s list is not empty
Flush P,'s lists

Flush P;'s and P3's lists

(P2)WITHIN(  P41,P3): In the recen-unique mode, if an instance of P; is detected, it
replacesthe recen instancein P;'s list. If an occurrenceof P, is detectedafter the
end o set of the recent occurrencein P;'s list, the pattern occurrencesof both P,
and P, are propagatedto the subscriters. If an occurrenceof P3 is detectedafter
the recent occurrencein P;'s lists (i.e., end o set of p; is lessthan ps), both P;'s

and P3's lists are ushed.

PROCEDURE within _recerunique(P;, parameterlist)
if pattern p; is detected

Replacep; in Py lists

if pattern p, is detected
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if Py's list is not empty and endo set(p;)< starto set( p,)
Propagatep;, p, to the parerts with starto set( p,)
and endo set(p,)

Remaove p; and p, from the P;'s, P,'s lists

if pattern p; is detected
if Py's list is not empty
if endo set(p,)< starto set( ps)
Flush P4's

Flush P3's lists

FREQUENCY(P): In the recent-unique mode, if an instance of P is detected, it is
inserted into the list. If the number of occurrencesof P is equalto the frequency

speci ed, the set of occurrencess propagatedand the rst occurrenceis discarded.

PROCEDURE frequencyrecenunique(P;, parameterlist)
if pattern p is detected
Insert p into P's list
if sizeP's list)  frequency
Propagateps, p to the parerns with starto set( pr)
and endo set(p,)

Remove pr from the P;'s list
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